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SUBVERTING THE WINDOWS KERNEL
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Attacks

® Obijective: conceal presence of an object
from the user

® Hooking: modify code, make the APIs lie

¢ DKOM: manipulate kernel data structures
instead of code
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DKOM Example

Before

EPROCESS o, EPROCESS

EPROCESS o, EPROCESS
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Signature Scans

Some new tools (PTFinder, Volatility) use
signature scans to find hidden objects in
memory

|dentify a set of invariants for the object
Perform a linear scan through memory

Report regions of data where the fields
match your invariants
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Signature Evasion

® What if an attacker can modify some of
those fields!?

® False negative for a signature

® Attacker can hide his object from scanners
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Contributions

® Explore effectiveness of signature evasion
attacks

® Develop robust signatures that resist
evasion

® Automate the process to keep up with OS
development
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Signature Example

typedef struct EPROCESS {
UCHAR Type; « IOW3‘
UCHAR Size; < IOxlb‘ / page-aligned
ULONG DirectoryTableBase;
LIST ENTRY ThreadListHead;
UCHAR WorkingSetLock.Type;<« | 0xo1 |

Kernel‘

UCHAR WorkingSetLock.Size;
UCHAR AddressCreationLock.;;Eg?\\hﬂm‘

UCHAR AddressCreationLock.Size{\\

OxOl‘
} EPROCESS;
K\\\\10X04‘
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Size == 0x1b
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/

Type == 0x03
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Size == 0x1lb
0000 0500 0000
a036 1e82 af30 61le2
68e8 4681 68e8 4681

00f0 b717| 0080 c117

0000 QOO0 0000 0O0O0O
6e07 00Q0 001 0000
000 non00_ 0000

000| DirectoryTableBase |.
000 page-aligned
0000 0000 0000 0O0O0O
881b 0d82 28c7 0282
160e 0000 d85a 0000
160e 0000 00a0 cdoO6
54c7 0282 0000 0000
4cd7 c9el 0100 0000
0100 0400 0000 00O0O
0100 0000 1la7b 0100
0000 0000 0100 0400
64e9 4681 0000 0000
0000 0000 2843 1b82
0aOb 0000 0000 00O0O
a874 cbel 0000 0001
3000 0000 £c08 0000
0000 0000 a815 f3el
0000 0000 0000 0O0OO
6f£f72 6572 2e65 7865
0000 0000 0000 0OOOO
0000 0000 0000 0O0OO
0000 0000 00O0O
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Size == 0xlb
0000 0500 000O
0000 0020 a036 1e82 af30 61e2

1b00 0000 0000 68e8 4681 68e8 4681
{/////)'70e8 4681 70e8 4681 |00f0 b717| 0080 cl117
0000 0000 0000 0000 0000 :ooo 0000 0000
Type == 0x03 | ac20 0000 0000 0000 6e07 000 e001 0000
a0e8 4681 al0e8 4681 000 00000000 .
18e4 4681 587f 86ff 000| DirectoryTableBase |,
0a00 0806 0000 0000 000 page-aligned
70b5 afb7 c480 c501 0000 0000 0000 0000
00 0000 5809 0000 881b 0d82 28c7 0282

34a 0000 4466 0100 160e 0000 d85a 0000
)96 0100 c20e 0000 160e 0000 00a0 cdO6

A e305 b4lb 0d82 54c7 0282 0000 0000
683f 02e cfel 4cd7 c9el 0100 0000
3ce4 d6f5 0000 00 OlbO 0400 0000 0000

40e9 4681 40e9 4681 0100 0000 la7b 0100
0100 0000 0000 0OOO0O 0000 00OOO 0100 0400
0000 0000 64e9 4681 64e9 4681 0000 0000
0000 0000 0000 0O0O0O 0000 0000 2843 1b82
2843 1b82 0000 0000 OalOb 0000 0000 0O0OO
08b0 c9el 0000 0000 a874 cbel 0000 0001
a036 1e82 0000 0000 3000 0000 fc08 0000
0000 0000 0000 0000 0000 0000 a81l5 f3el
c0e9 4681 c0e9 4681 0000 0000 0000 0O0OO
0030 a9f8 6578 706c 6f72 6572 2e65 7865
0000 0000 0000 0000 0000 0000 00OOO 00O0O
94e4 4681 d47f 86ff 0000 0000 0000 0000
1200 0000 f£f0f 1£00 0000 0000 00O0O

WorkingSetLock.
Event.Header.
Type == 0x01
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Size == 0xlb
0000 0500 000O
0000 0020 a036 1e82 af30 61e2

1b00 0000 0000 68e8 4681 68e8 4681

{/////)'70e8 4681 70e8 4681 |00f0 b717| 0080 cl117

0000 0000 0000 0000 0000 :ooo 0000 0000

Type == 0x03 | ac20 0000 0000 0000 6e07 000 e001 0000
a0e8 4681 al0e8 4681 000 00000000 .
18e4 4681 587f 86ff 000| DirectoryTableBase |,
0a00 0806 0000 0000 000 page-aligned
70b5 afb7 c480 c501 0000 0000 000OL—_00ON

00 0000 5809 0000 881b 0d82

34a 0000 4466 0100 160e 0000 Event.Header.
)96 0100 c20e 0000 160e 0000 Size == 0x04

A e305 b4lb 0d82 54c7 028 0000
683f 02e cfel 4cd7 0000
3ce4 d6f5 0000 00 OlbO 0000

40e9 4681 40e9 4681 0100 0100
0100 0000 0000 0000 0000 0400
0000 0000 64e9 4681 64e9 0000
0000 0000 0000 0000 0OOO 1b82
2843 1b82 0000 0000 0aOlb 0000
08b0 c9el 0000 0000 a874 0001
a036 1e82 0000 0000 3000 0000
0000 0000 0000 0000 0000 f3el
c0e9 4681 c0e9 4681 0000 0000
0030 a9f8 6578 706c 6£72 7865
0000 0000 0000 0000 0O0OO 0000
94e4 4681 d47f 86ff 0000 0000
1200 0000 f££f0f 1£00 0000

WorkingSetLock.
Event.Header.
Type == 0x01
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Size == 0x1b
4£00 500 0000 0500 0000
0000 0020 a036 1le82 af30 6le2
0000 0000 68e8 4681 68e8 4681
{////’)7 70e8 4681 |00f0 b717| 0080 cl117
0000 0000 0000 ®0O0O0 0000 0000
Type == 0x03 0000 0000 6e07 OEEO e001 0000
a0e8 4681 000 Q0000000 .
587f 86ff 000| DirectoryTableBase |.
0000 0000 000 page-aligned
c480 c501 0000 0000 00000000
5809 0000 881b 0d82
34a 0000 4466 0100 160e 0000 Event.Header.
)96 0100 c20e 0000 160e 0000 Size == 0x04
o060_e305 b4lb 0482 54c7 028 0000
683f 02e cfel 4cd7 c 0000
3ce4 d6£f5 0000 00000100 0400 0000
”re9 4681 40e9 4681 0100 0000 0100
AddressCreation | 00 0000 0000 0000 0000 0000, 0400
Lock.Event. Boe—6000 64e9 4681 64e9 4681 0000 0000
Header.Type )poo 0000 0000 0000 0000 0000 2843 1b82
== 0x01 343 1b82 0000 0000 0aOb 0000 0000 0000
08b0 c9el 0000 0000 a874 cbel 0000 0001
a036 1e82 0000 0000 3000 0000 f£c08 0000
0000 0000 0000 0000 0000 0000 a8l15 f3el
c0e9 4681 c0e9 4681 0000 0000 0000 0000
0030 a9f8 6578 706c 6f72 6572 2e65 7865
0000 0000 0000 0000 0000 0000 0000 0000
94e4 4681 d47f 86ff 0000 0000 0000 0000
1200 0000 f££f0f 1f00 0000 0000 0000

WorkingSetLock.
Event.Header.
Type == 0x01
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Size == 0x1b
4£00 500 0000 0500 0000
0000 0020 a036 1le82 af30 6le2
0000 0000 68e8 4681 68e8 4681
{////’)7 70e8 4681 |00f0 b717| 0080 cl117
0000 0000 0000 ®0O0O0 0000 0000
Type == 0x03 0000 0000 6e07 OSEO e001 0000
a0e8 4681 000 A000. 0000 .
587f 86ff 000| DirectoryTableBase |.
0000 0000 000 page-aligned
c480 c501 0000 0000 00000000
5809 0000 881b 0d82
34a 0000 4466 0100 160e 0000 Event.Header.
)96 0100 c20e 0000 160e 0000 Size == 0x04
o960_e305 b4lb 0482 54c7 028 0000
683f 02e cfel 4cd7 c 0000
3ce4 d6£f5 0000 00000100 0400 0000
Are9 4681 40e9 4681 0100 0000 0100
AddressCreation |00 0000 0000 0000 0000 0000, -
Lock.Event. Boe—6000 64e9 4681 64e9 4681 0000 ...| AddressCreation
Header.Type )hpoo 0000 0000 0000 0000 0000 2843 : Lock.Event.
== 0x01 343 1b82 0000 0000 0aOb 0000 0000 .| Header.Size
08b0 c9el 0000 0000 a874 cbel 0000
a036 1e82 0000 0000 3000 0000 fcO08
0000 0000 0000 0000 0000 0000 a815
c0e9 4681 c0e9 4681 0000 0000 0000
0030 a9f8 6578 706c 6f72 6572 2e65
0000 0000 0000 0000 0000 0000 0000
94e4 4681 d47f 86ff 0000 0000 0000
1200 0000 f££f0f 1f00 0000 0000 0000

WorkingSetLock.
Event.Header.
Type == 0x01
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Size == 0x1b
4£00 500 0000 0500 0000
0000 0020 a036 1le82 af30 6le2
0000 0000 68e8 4681 68e8 4681
‘////’)7 70e8 4681 |00f0 b717] 0080 cl17
0000 0000 0000 ®0O00 0000 0000
Type == 0x03 0000 0000 6e07 OEEO e001 0000
a0e8 4681 000 00000000 .
587f 86ff 000| DirectoryTableBase |.
0000 0000 000 page-aligned
c480 ¢501 0000 0000 0000—-0000
5809 0000 881b 0d82
34a 0000 4466 0100 160e 0000 Event.Header.
)96 0100 c20e 0000 160e 0000 Size == 0x04
o960_e305 bdlb 0482 54c7 028 0000
683f 02e cfel 4cd7 c 0000
3ce4 d6£f5 0000 00000100 0400 0000
Are9 4681 40e9 4681 0100 0000 0100
AddressCreation |00 0000 0000 0000 0000 0000, ‘e
Lock.Event. Boe—6000 64e9 4681 64e9 4681 0000 ...| AddressCreation
Header.Type )hpoo 0000 0000 0000 0000 0000 2843 : Lock.Event.
== 0x01 343 1b82 0000 0000 0aOb 0000 0000 .| Header.Size
08b0 c9el 0000 0000 a874 cbel 0000
a036 1e82 0000 0000 3000 0000 fcO8
ThreadList 0000 0000 0000 0000 0000 0000 a815
Head.Flink | ~0e9 4681 c0e9 4681 0000 0000 0000
in kernel 0030 a9f8 6578 706c 6f72 6572 2e65
0000 0000 0000 0000 0000 0000 0000
94e4 4681| d47f 86ff 0000 0000 0000
1200 0000 ££f0f 1£f00 0000 0000 0000

WorkingSetLock.
Event.Header.
Type == 0x01
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Size == 0xlb
4f00 500 0000 0500 000O
388e 3c 0000 0020 a036 1e82 af30 61e2

[03po 0000 0000 68e8 4681 68e8 4681
(///’/)'70e8 4681 70e8 4681 |00f0 b717| 0080 c117
0000 0000 0000 0000 0000 Y000 0000 0000
‘Type == 0xo3‘ ac20 0000 0000 0000 6e07 0220 e001 0000
ale8 4681 ale8 4681 000 VLY. VWYLV, Y. —
18e4 4681 587f 86ff 000| DirectoryTableBase |,
0a00 0806 0000 0000 000 page-aligned
70b5 afb7 c480 c501 0000 0000 00000000
00 0000 5809 0000 881b 0d82

34a 0000 4466 0100 160e 0000 Event.Header.
)96 0100 c20e 0000 160e 0000 Size == 0x04

o960_e305 bdlb 0d82 54c7 028270000 0000
683f 02e cfel 4cd7 c 0100 0000
3ce4 d6£5 0000 0008 o1po [o4oo 0000 0000

19009 4681 40e9 4681 0100 0000 la7b 0100

AddressCreation roo 0000 0000 0000 0000 0000,{0100

Lock.Event. Boe—6000 64e9 4681 64e9 4681 0000 ...| AddressCreation

Header.Type )hpoo 0000 0000 0000 0000 0000 2843 : Lock.Event.
== 0x01 343 1b82 0000 0000 0aOb 0000 0000 . Header.Size

0lO_a0al.0000 0000 a874 cbel 0000

ThreadList Do 0000 3000 0000 fcO8

ThreadList Head.Blink o 0000 0000 0000 a815

Head.Flink | | in kernel L9 4681 0000 0000 0000
in kernel 0030 a5¥8\é€;2 706c 6£72 6572 265
~__ 0000 0000 O 0000 0000 0000 0000

[94e4 4681|[da7f 86££| 0000 0000 0000

1200 0000 f£f0f 1£00 0000 0000 00O0O

WorkingSetLock.
Event.Header.
Type == 0x01
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Size == 0x1b
4£00 500 0000 0500 0000
0000 0020 a036 1le82 af30 6le2
0000 0000 68e8 4681 68e8 4681
70e8 4681 |00f0 b717| 0080 cl117
0000 0000 0000 ®0O0O0 0000 0000
Type == 0x03 0000 0000 6e07 OEEO e001 0000
a0e8 4681 000 A000. 0000 .
587f 86ff 000| DirectoryTableBase |.
0000 0000 000 page-aligned
c480 c501 0000 0000 00000000
5809 0000 881b 0d82
34a 0000 4466 0100 160e 0000 Event.Header.
)96 0100 c20e 0000 160e 0000 Size == 0x04
o960_e305 b4lb 0482 54c7 028 0000
683f 02e cfel 4cd7 c 0000
3ce4 d6£f5 0000 00000100 0400 0000
Are9 4681 40e9 4681 0100 0000 0100
AddressCreation |00 0000 0000 0000 0000 0000, -
Lock.Event. Boe—6000 64e9 4681 64e9 4681 0000 ...| AddressCreation
Header.Type )hpoo 0000 0000 0000 0000 0000 2843 : Lock.Event.
== 0x01 343 1b82 0000 0000 0aOb 0000 0000 .| Header.Size
ol _a0a1 0000 0000 a874 cbel 0000
ThreadList 0 0000 3000 0000 fcO8
ThreadList Head.Blink po 0000 0000 0000 a815

Head.Flink c|_in kernel b9 4681 0000 0000 0000

in kernel 0030 a5}8\gg;2 706c 6£72 6572 265
‘\\\\5;0000 0000 0V80 0000 0000 0000 0000

[04c4 4681|[da7f 86££ 0000 0000 0000

11200 0000 ££0f 1£00 0000 0000 0000

WorkingSetLock.
Event.Header.
Type == 0x01
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Evasion Example

typedef struct EPROCESS {

UCHAR Type;

UCHAR Size; = IOxlb‘ ‘/I page-aligned
ULONG DirectoryTableBase;
LIST ENTRY ThreadListHead;

UCHAR WorkingSetLock.Type;« | 0xo1 |

Kernel‘

UCHAR WorkingSetLock.Size;
UCHAR AddressCreationLock.;;Eg?\\hﬂm‘

UCHAR AddressCreationLock.Size{\\

OxOl‘
} EPROCESS;
\ OXO4‘

Robust Signatures for Kernel Data Structures

Thursday, November 12, 2009



|s Evasion Possible!?

Attacker modifying a field could impact
system stability if OS relies on the value

Rak gPOP: 0=x0000001E (0830000003, 0x20106fc0, 0xE025ea2] , Oxfd6E29ed)
Unhandled Eernel exception 0000047 from fadd4lEb4d (8025=2a21, £AE682%=3)

Dll Base Date Stamp - Hame
B0100000 2bel5ded - ntoskrnl .exe

01l Base Date Stamp - Hame
EQ400000 2bel53b0 - hal .dll

Thursday, November 12, 2009

80258000
80267000
fasg00000
fagd20000
£ag40000
fasds0000
EagE00oo0
fasgadooo
fafcO000
£a240000
£asTo000
Ea280000
fas=0000
fa%=0000
£aa0000o0
faaldooo
faas0d00o

2bd48628 -

2bd49633
2bddS6aE
2bd496TE
Z2bdaab0
2bd4966E
2bdfciba
Zbddadoa
2bd496c3
2bd496dE
2bd4a712
2bdT2406
2bdsbfdT
2bd49sT

2049739
2bdef2al
2bd&fda0

norcTl0 . sys
scsidisk. s¥s
Floppy . SYS
Hull . 8¥2
ig042prt . Y8
kbdelazs SYS
Videoprt  BYS
Yga . SYS

Hpfs . SYS
HDIS.5YE
TDI.SYS
streams . sys
ushzar ., sys
Parallel .sys
R . SYE
EEV . EYE
rdr.sys

Address dword dump D1l Base

g0lafcil
g0lafc24
80lafcic
B0lafc=4
d0lafcs5q
30lafcaq
d01lafeT0

Kernel Debugger Using: COM2

20106EcD
20149905
80129cic
2012402
B0124f16
g0l5acTa
20129bda

E025z000
E02as000
fasl0000
£fas30000
£a850000
fa&70000
£a890000
fasbBOoO0D
£fas=0000
£a930000
£fas50000
£a9k0000
Fagd 000D
£a9f£0000
£aad00gd
faas50000
£faaaldiid

2bdd96E8E
2bd496bS
2bdd96db
2bd4965a
2bd5al20
2bd4967T1
2bd42638
2bd496d0
2bd496cy
2bdq2707
2bd5aTEih
2bd497EE
2bdd971d
2bdas6ef
2bdq42T1E
2bd45T1a
2bd497 38

SCEIPQET . 5Y S
Fastfat.sys
Hpfs_Bec. SYS
Beap . EYS
SERHOUSE . 5Y8
MOOCLASS . 58
RCC1701E . 8¥8
Mefe EYE
Btfs . =YS
wdlan.sys
nbf . sys
abnb. sys
netbiog , sys
serial . SYS
EMBTREUF . 5Y5
afd. sys
bowser . sys

EQ0106EcD
£0149905
EQ0129c2c
EQ1249£02
g0124£16
EDl5acTe
E0129bda

Qooooo00 QODOOOOO
ff3acbEa 80129a2a
fEfdaébsd 00000000
ffodebdfd L£fZatfbl
ffietfeld fffeboic
ffgatdfd fEEa6E60
00000000 20028000

(Port OXILE,

20149905

ffEafbhad :
ffEafbag
frEgbnhs
8015acTe :
fEEabchE
0106 fed

£ag40000
8025000
80100000
g0100000
20100000
80100000
20100000

Baud Rate 15200)

Bestart and set the recovery cptions in the system control panel
or the /CRASHDERUG system start option. If this message reappears,
contact yoor system administrator or technical support group.
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ig043prt  5¥E
SCEIPDBT . 5Y2
ntoskrnl . exe
ntoskrnl . exe
ntoskrnl . exe
ntoskrnl . exe
ntoskrnl . exe




EPROCESS
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+0x000
+0x078
+0x080
+0x084
+0x088
+0x090
+0x0c4
+0x0c8
+0x0cc
+0x0ec
+0x0£0
+0x110
+0x114
+0x118
+0x1l1lc
+0x120
+0x12c
+0x130
+0x134
+0x140
+0x144
+0x148
+0x154

Feature Selection

Pcb

ExitTime
RundownProtect
UniqueProcessId
ActiveProcessLinks
QuotaUsage
ObjectTable

Token
WorkingSetLock
WorkingSetPage
AddressCreationLock
HyperSpaceLock
ForkInProgress
HardwareTrigger
VadRoot

VadHint
NumberOfLockedPages
Win32Process

Job

QuotaBlock
WorkingSetWatch
Win32WindowStation
VadFreeHint

_KPROCESS
_LARGE_INTEGER
_EX_RUNDOWN_ REF
Ptr32 Void

_LIST ENTRY

[3] Uint4B

Ptr32 HANDLE TABLE
EX_ FAST_ REF
_FAST MUTEX
Uint4B

_FAST MUTEX
Uint4B

Ptr32 ETHREAD
Uint4B

Ptr32 Void

Ptr32 Void

Uint4B
Ptr32
Ptr32
Ptr32
Ptr32
Ptr32
Ptr32

Void
_EJOB

Void
Void
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EPROCESS
+0x060—FP<cb
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+0x078
+0x080
+0x084
+0x088
+0x090
+0x0c4
+0x0c8
+0x0cc
+0x0ec
+0x0£0
+0x110
+0x114
+0x118
+0x1l1lc
+0x120
+0x12c
+0x130
+0x134
+0x140
+0x144
+0x148
+0x154

Feature Selection

ExitTime
RundownProtect
UniqueProcessId
ActiveProcessLinks
QuotaUsage
ObjectTable

Token
WorkingSetLock
WorkingSetPage
AddressCreationLock
HyperSpaceLock
ForkInProgress
HardwareTrigger
VadRoot

VadHint
NumberOfLockedPages
Win32Process

Job

QuotaBlock
WorkingSetWatch
Win32WindowStation
VadFreeHint

—KPROCESS
_LARGE_INTEGER
_EX_RUNDOWN_ REF
Ptr32 Void

_LIST ENTRY

[3] Uint4B

Ptr32 HANDLE TABLE
EX_ FAST_ REF
_FAST MUTEX
Uint4B

_FAST MUTEX
Uint4B

Ptr32 ETHREAD
Uint4B

Ptr32 Void

Ptr32 Void

Uint4B
Ptr32
Ptr32
Ptr32
Ptr32
Ptr32
Ptr32

Void
_EJOB

Void
Void
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EPROCESS
+0x060—FP<cb
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+0x078

+0::0-8-0—RundevnProteect

+0x084
+0x088
+0x090
+0x0c4
+0x0c8
+0x0cc
+0x0ec
+0x0£0
+0x110
+0x114
+0x118
+0x1l1lc
+0x120
+0x12c
+0x130
+0x134
+0x140
+0x144
+0x148
+0x154

Feature Selection

ExitTime

—KPROCESS
_LARGE_INTEGER

UniqueProcessId
ActiveProcessLinks
QuotaUsage
ObjectTable

Token
WorkingSetLock
WorkingSetPage
AddressCreationLock
HyperSpaceLock
ForkInProgress
HardwareTrigger
VadRoot

VadHint
NumberOfLockedPages
Win32Process

Job

QuotaBlock
WorkingSetWatch
Win32WindowStation
VadFreeHint

E—RENBETI—RET
Ptr32 Void

_LIST ENTRY

[3] Uint4B

Ptr32 HANDLE TABLE
EX_ FAST_ REF
_FAST MUTEX
Uint4B

_FAST MUTEX
Uint4B

Ptr32 ETHREAD
Uint4B

Ptr32 Void

Ptr32 Void

Uint4B
Ptr32
Ptr32
Ptr32
Ptr32
Ptr32
Ptr32

Void
_EJOB

Void
Void
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EPROCESS
+0x060—FP<cb
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+0x078

+0::0-8-0—RundevnProteect

+0x084
+0x088

+0%x690—Quoctasage

+0x0c4
+0x0c8
+0x0cc
+0x0ec
+0x0£0
+0x110
+0x114
+0x118
+0x1l1lc
+0x120
+0x12c
+0x130
+0x134
+0x140
+0x144
+0x148
+0x154

Feature Selection

ExitTime

—KPROCESS
_LARGE_INTEGER

UniqueProcessId
ActiveProcessLinks

EX—RUNDOWN—REF

;tr32 Void
_LIST ENTRY

ObjectTable

Token
WorkingSetLock
WorkingSetPage
AddressCreationLock
HyperSpaceLock
ForkInProgress
HardwareTrigger
VadRoot

VadHint
NumberOfLockedPages
Win32Process

Job

QuotaBlock
WorkingSetWatch
Win32WindowStation
VadFreeHint

F3—94nt4B

Ptr32 HANDLE TABLE
EX_ FAST_ REF

_FAST MUTEX

Uint4B

_FAST MUTEX

Uint4B

Ptr32 ETHREAD
Uint4B

Ptr32 Void

Ptr32 Void

Uint4B
Ptr32
Ptr32
Ptr32
Ptr32
Ptr32
Ptr32

Void
_EJOB

Void
Void
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EPROCESS
+0x060—FP<cb
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+0x078

+0::0-8-0—RundevnProteect

+0x084
+0x088

+0%x690—Quoctasage

+0x0c4

Feature Selection

ExitTime

—KPROCESS
_LARGE_INTEGER

UniqueProcessId
ActiveProcessLinks

EX—RUNDOWN—REF

;tr32 Void
_LIST ENTRY

ObjectTable

+0x0c8 Token

+Oxbecec—WorkingSethock

+0x0ec
+0x0£0
+0x110
+0x114
+0x118
+0x1l1lc
+0x120
+0x12c
+0x130
+0x134
+0x140
+0x144
+0x148
+0x154

FB3BinteB
Ptr32 HANDLE TABLE
EX FAST REF

WorkingSetPage
AddressCreationLock
HyperSpaceLock
ForkInProgress
HardwareTrigger
VadRoot

VadHint
NumberOfLockedPages
Win32Process

Job

QuotaBlock
WorkingSetWatch
Win32WindowStation
VadFreeHint

FPAST-MOTEX
Uint4B
_FAST MUTEX
Uint4B

Ptr32 ETHREAD
Uint4B

Ptr32 Void
Ptr32 Void
Uint4B
Ptr32
Ptr32
Ptr32
Ptr32
Ptr32
Ptr32

Void
_EJOB

Void
Void

Robust Signatures for Kernel Data Structures
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Feature Selection

EPROCESS
+6x0060—Pch
+0x078 ExitTime
+0::0880—RundewnPretect
+0x084 UniqueProcessId Ptr32 Void
+0x088 ActiveProcessLinks _LIST ENTRY
+8x0690—8uotaUsage F3—8int4dB
+0x0c4 ObjectTable Ptr32 HANDLE TABLE
+0x0c8 Token EX FAST REF
+0xBecec—WorkingSethock —FAST-MUTEX
+0x0ec WorkingSetPage Uint4B
+0x0f0 AddressCreationLock : FAST MUTEX
+0x110 HyperSpaceLock Uint4B
+oxi4—TForkInProgress
+0x118 HardwareTrigger
+0x11lc VadRoot
+0x120 VadHint
+0x12c NumberOflLockedPages
+0x130 Win32Process
+0x134 Job
+0x140 QuotaBlock
+0x144 WorkingSetWatch
+0x148 Win32WindowStation
+0x154 VadFreeHint

—KPROCESS
_LARGE_INTEGER
EX—RUNDOWN—REF

i

Uint4B

Ptr32 Void

Ptr32 Void

Uint4B

Ptr32 Void

Ptr32 EJOB

Ptr32 EPROCESS QUOTA BLOCK
Ptr32 PAGEFAULT HISTORY
Ptr32 Void

Ptr32 Void
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Feature Selection

EPROCESS
+6x0060—Pch
+0x078 ExitTime
+0::0880—RundewnPretect
+0x084 UniqueProcessId Ptr32 Void
+0x088 ActiveProcessLinks _LIST ENTRY
+8x0690—8uotaUsage F3—8int4dB
+0x0c4 ObjectTable Ptr32 HANDLE TABLE
+0x0c8 Token EX FAST REF
+0xBecec—WorkingSethock —FAST-MUTEX
+0x0ec WorkingSetPage Uint4B
+0x0f0 AddressCreationLock : FAST MUTEX
+0x110 HyperSpaceLock Uint4B
+oxi4—TForkInProgress
+0x118 HardwareTrigger
+0x11lc VadRoot
+0x126—Vadiint
+0x12c NumberOflLockedPages
+0x130 Win32Process
+0x134 Job
+0x140 QuotaBlock
+0x144 WorkingSetWatch
+0x148 Win32WindowStation
+0x154 VadFreeHint

—KPROCESS
_LARGE_INTEGER
EX—RUNDOWN—REF

i

Uint4B

Ptr32 Void

P 32—Voiar

Uint4B

Ptr32 Void

Ptr32 EJOB

Ptr32 EPROCESS QUOTA BLOCK
Ptr32 PAGEFAULT HISTORY
Ptr32 Void

Ptr32 Void
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Feature Selection

EPROCESS
+0x0600—Pch
+0x078 ExitTime
+0::0880—RundewnPretect
+0x084 UniqueProcessId Ptr32 Void
+0x088 ActiveProcessLinks _LIST ENTRY
+8%x69C6—QuotaUsage F3—8int4dB
+0x0c4 ObjectTable Ptr32 HANDLE TABLE
+0x0c8 Token EX FAST REF
+0xBecec—WorkingSethock —FAST-MYTEX
+0x0ec WorkingSetPage Uint4B
+0x0f0 AddressCreationLock : FAST MUTEX
+0x110 HyperSpaceLock Uint4B
+oxi4—TForkInProgress
+0x118 HardwareTrigger
+0x11lc VadRoot
+0x126—Vadiint
+0x12c NumberOflLockedPages
+0x130 Win32Process
+8%x134—dob
+0x140 QuotaBlock
+0x144 WorkingSetWatch
+0x148 Win32WindowStation
+0x154 VadFreeHint

—KPROCESS
_LARGE_INTEGER
EX—RUNDOWN—REF

i

Uint4B

Ptr32 Void

PEr32—Yoia

Uint4B

Ptr32 Void

Ptir32—BJ6D

Ptr32 EPROCESS QUOTA BLOCK
Ptr32 PAGEFAULT HISTORY
Ptr32 Void

Ptr32 Void
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Feature Selection

EPROCESS

+0x6606—Pch
+0x078 ExitTime
+0::0-8-0—RundevnProteect

RKPROCESS

_LARGE_INTEGER

+0x084 UniqueProcessId
+0x088 ActiveProcessLinks

EX—RUNDOWN—REF

Ptrgz Void
LIST_ENTRY

+0%x690—Quoctasage
+0x0c4 ObjectTable

+0x0c8 Token

FB3BinteB
Ptr32 HANDLE TABLE
EX FAST REF

+Oxbecec—WorkingSethock
+0x0ec WorkingSetPage

+0x0£f0 AddressCreationLock
+0x110 HyperSpaceLlock
+oxi4—TForkInProgress
+0x118 HardwareTrigger
+0x11lc VadRoot
+8x120—Vadiint

FAST-MUTEX

Gint4§

FAST MUTEX

Gint4B

i

Uint4B
Ptr32 Void
PEr32—Yoia

+0x12c NumberOflLockedPages
+0x130 Win32Process
+8x134—Job

Uint4B
Ptr32 Void

+0x140 QuotaBlock

Ptr32—EJ6B
Ptr32 EPROCESS QUOTA BLOCK

+0x144 WorkingSetWatch Ptr32 PAGEFAULT HISTORY
6214 8—iHn 3 2 i G oS et P32 Toid
+0x154 VadFreeHint ¢ Ptr32 Void
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Dynamic Profiling

® |dea: watch the structure as OS executes

® |f a field is never accessed, attacker can
control it

® Monitor OS execution and build histogram
of how frequently each field is accessed
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Dynamic Profiling

Guest OS (WinXP)

- D
Kernel

Structure Access

Profile
| Xen Hypervisor '
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Dynamic Profiling

Guest OS (WinXP)
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Dynamic Profiling

Guest OS (WinXP)

- D
Kernel

—

Structure Access
Profile
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Dynamic Profiling

Guest OS (WinXP)

s N s D
Kernel Structure

—

Structure Access
Profile

Xen Hypervisor
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Profiling EPROCESS: Methodology

* Profiled 20 programs. For each:

|. Find address of EPROCESS using
debugger

2. Log access to data structure

3. Let each program run for 5 seconds
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EPROCESS Profile
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Profiling is not Enough

® We don’t know if functionality depends on
a given member

® Being accessed is a necessary condition, but
not sufficient

® VWe need to determine if the access is
meaningful
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Fuzzing

® Modify field data and see if OS crashes

® |f OS consistently crashes, attacker
probably can’t modify that field

® |f we can modify it with impunity, so can an
attacker
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Note: Failure is Good!

® During fuzz testing, failures are indications
that a feature is robust

® |f attackers try to modify these fields, OS
instability results

® (Good basis for robust signatures
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Fuzzing Methodology (1)

==

Normal
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Fuzzing Patterns

Zero Random

2460 7669

15151
00000000 9272
5 159

-
-

Random Primitive | Random Aggregate
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Fuzzing EPROCESS
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Evading Real Signatures

(EPROCESS, PTFinder)

Field Constraint
Pcb.Header.Type 0x03
Pcb.Header.Size 0x1B
ThreadListHead.Flink Kernel
ThreadListHead.Blink Kernel
Pcb.DirectoryTableBase[0] Aligned
WorkingSetLock.Event.Header.Type 0x01
WorkingSetLock.Event.Header.Size 0x04
AddressCreationLock.Event.Header. 0x01
AddressCreationLock.Event.Header 0x04
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After Profiling

Field Constraint

Pcb.Header.Tiie 0x03

ThreadListHead.Flink Kernel
ThreadListHead.Blink Kernel
Pcb.DirectoryTableBase[0] Aligned
WorkingSetLock.Event.Header.T 0x01
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After Fuzzing

Constraint

ThreadListHead.Flink
Pcb.DirectoryTableBase[0
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Signature Evasion: Takeaway

® Signatures constructed by experts are weak
® Feature selection should be guided by data

® Use information from profiling and fuzzing
to generate robust signatures
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Signature Generation

® Dynamic invariant detection

® |nfer constraints on robust fields

® Check values against invariant templates
® All values equal some constant!
® All values aligned?

® (Generated constraints on |5 robust fields
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Evaluation

® Evaluated new EPROCESS sighature on
real-world memory images

® Clean: no malicious processes

® Synthetic attack: custom rootkit running

® |n the absence of malware, OS process list
serves as ground truth
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Synthetic Malware

Modified version of FU rootkit
Combines DKOM with signature evasion
Undetectable by existing scanners

Does not impair OS stability (tampers with
unused fields)
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Results

Image lype

&

Clean

Existing Signatures
Malicious

Clean

Robust Signature

Malicious
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Conclusions

® Showed existing sighatures weak, vulnerable
to evasion

® New systematic method for selecting
features for data structure signatures

® Constrains attackers’ ability to evade
sighatures
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Questions!

® [brendan,abhinav,traynor,giffin}(@cc.gatech.edu

® http://www.cc.gatech.edu/~brendan/
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Future Directions

® Smarter profiling: determine whether
accessed values affect OS behavior

® Mutation fuzzing: small modifications to
existing values

® |terative fuzzing: repeatedly fuzz with values
that break inferred constraints
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Robust Signature for EPROCESS

Field

Constraint

Pcb.ReadyListHead.Flink

& 0x80000000 == 0x80000000 && val

Pcb.ThreadListHead.Flink

& 0x80000000 == 0x80000000 && val

WorkingSetLock.Count

== 1 && val & 0Ox1 == 0x1

VYm.VmWorkingSetList

& 0xc0003000 == 0xc0003000 && val 0x1000

VadRoot

== || (val & 0x80000000 == 0x80000000 &&

Token.Value

& 0xe0000000 == 0xe0000000

AddressCreationLock.Count

== 1 && val & 0x1 == 0x1

VadHint

== || (val & 0x80000000 == 0x80000000

Token.Object

& 0xe0000000 == 0xe0000000

QuotaBlock

& 0x80000000 == 0x80000000 && val % Ox8

ObjectTable

== || (val & 0xe0000000 == 0xe0000000

GrantedAccess

& 0x1f07fb == 0x1f07fb

ActiveProcessLinks.Flink

& 0x80000000 == 0x80000000 && val % Ox8

Peb

== 0 || (val & 0x7££d0000 == 0x7££d0000

0x1000

Pcb.DirectoryTableBase[0]

% 0x20 ==
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