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ABSTRACT

We collected monthly data from SpamArchive over a three
year period (from January 2003 through December 2005),
accumulating more than 1.4 million messages. Then, we
conducted an evolutionary study by running 495 spamic-
ity tests from SpamAssassin on each month. The popu-
lation of messages testing positive for each spamicity test
indicates the adoption of the spam construction technique
associated with that spamicity test. This paper focuses on
two evolutionary trends in our population study: eztinction,
where the population dwindles to zero or near zero, and co-
eristence, where the population maintains a consistent level
or even grows, despite attempts by spamicity tests to elim-
inate it. We divide the factors that lead to extinction or
co-existence into three groups: environmental changes, in-
dividual filtering, and collaborative filtering. We observed
evidence of extinction (e.g., HTML-based obfuscation tech-
niques), and somewhat unexpectedly, we observed evidence
of co-existence between spam messages containing construc-
tion techniques and spamicity tests in filters (e.g., illegal
characters in the “Subject” header and block list collabora-
tive filtering).

1. INTRODUCTION

The goal of spam producers is to create spam messages
that reach their intended receivers (called victims or simply
users). In response to the increasing amount of spam, many
victims have adopted statistical learning filters [1, 10, 18,
21, 22] with the goal of finding and “killing” spam before
it reaches their mailboxes. These frontally opposing goals
have been modeled as an arms race [7, 13, 17], with the
evolution of spam construction techniques and the increasing
sophistication of spam filtering techniques. Our study on
spam evolution is inspired by an analogy between the spam
arms race and the biological arms race, where new drugs
(e.g., antibiotics) are created to kill existing bacteria as well
as the subsequent evolution of new bacteria variants that
are capable of resisting these new antibiotics.

In this paper, we describe a population evolution study of
spam construction techniques based on their “genetic mark-
ers” in spam messages. Specifically, we adopt the detailed
analysis of spam message content and structure developed
and maintained by the SpamAssassin Project [20]. In Spa-
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mAssassin 3.1.0, 495 spamicity tests are used to characterize
spam. These tests reflect specific spam construction tech-
niques that are used by spam producers. Typically, these
spam construction techniques are syntactically correct fea-
tures that are rarely used in legitimate email but frequently
abused by spam producers in the construction of many spam
messages. Like genetic markers, the spamicity tests help
characterize spam through a detailed analysis of message
content and structure. However, unlike genetic markers that
deterministically characterize a strain of bacteria, the spam-
icity tests are statistical in nature, only indicating a prob-
ability of whether the message is spam. We observe at the
outset that we are not evaluating the effectiveness of Spa-
mAssassin’s approach (as a spam filtering technique). We
simply use SpamAssassin’s tests as a type of “genome map-
ping” in our study of spam evolution. Concretely, we will
look at the prevalence of spam messages that employ spe-
cific spam construction techniques (i.e., they test positive
for specific spamicity tests) and analyze the changes in their
popularity over a three-year period. This is analogous to
a population study of bacteria strains using specific genetic
markers. As a result, we sometimes refer to spam messages
that test positive for a spamicity test as a “strain of spam.”

In this paper, we study two trends in the analysis of spam
construction techniques. The first trend of interest is ez-
tinction, indicated by the population of a strain of spam
declining to zero or near zero during the study period. We
will attempt to find a causal explanation for the spamic-
ity tests that show extinction of spam messages employing
those spam construction techniques. The second trend of in-
terest is co-ezistence, indicated by a sustained population of
a strain of spam, particularly through the end of the study
period. Co-existence shows the survival of some spam con-
struction techniques, even though the presence of spamicity
tests shows a clear ability to identify those strains of spam
messages. We found that explaining co-existence was usu-
ally quite speculative at this stage of study.

In our trend analysis of spam construction techniques, we
classify the spamicity tests (and our explanations) into three
groups of significant factors in our study of spam evolution.
These groups are: (1) significant environmental changes, (2)
individual filtering techniques, and (3) collaborative filter-
ing techniques. For the cases of extinction, our hypothesis is
that the identification of that spam construction technique
(i.e., the definition of that spamicity test) was the cause of
extinction. Conversely, the long term persistence of a strain
of spam would indicate that the corresponding spamicity



test did not cause the extinction of the strain, even though
that spam construction technique is clearly identifiable. The
co-existence of a persistently surviving spam construction
technique and its spamicity test in spam filters indicates
an equilibrium similar to the co-existence of a pray and its
predator. The co-existence does not necessarily mean the
predator is ineffective in killing some of the pray. It simply
indicates some concrete limitations in the predator’s killing
capability that allows the pray to continue to survive and
perhaps even thrive. This study does not evaluate quantita-
tively the “amount of killing” for each spamicity test, which
is a subject of future research.

The main contribution of the paper is the large-scale ex-
perimental evaluation of the prevalence of representative
spam construction techniques over a three-year period. Con-
cretely, we study the evolution of more than 1.4 million spam
messages that were collected from January 2003 through De-
cember 2005. Through this study, we have found convincing
evidence that some factors have been effective in causing the
extinction of specific strains of spam. As an example of sig-
nificant environmental changes in the extinction category,
the removal of USERPASS support by Internet Explorer
and Mozilla in 2004 seems to have effectively eliminated
that feature from spam messages. Prior to this environ-
mental change, spammers (and phishers, in particular) were
exploiting a syntactic feature of URLs (i.e., the ability to
include arbitrary text in the <user>:<password> field of a
URL) that allowed them to deceive users.

Perhaps more intriguingly, we failed to find conclusive ev-
idence of extinction where some was expected. For exam-
ple, URL block lists are considered an effective method for
identifying spam-related URLs. When they are adopted by
collaborative filtering, they are a powerful technique to iden-
tify spam [5, 16]. However, Figure 10 shows that despite the
deployment of block lists by many sites, a significant per-
centage of spam messages persist in containing URLs that
are listed on the block lists. Therefore, we include the URL
block lists in the co-existence category. We note the coarse
granularity of our study, which is only concerned with the
extinction or co-existence of a particular spam strain. Con-
sequently, URL block lists could be effective in distinguish-
ing a number of spam messages, but they have not been as
strong a deterrent as the removal of USERPASS support by
browsers.

Our study based on spamicity tests has goals and meth-
ods that are qualitatively different from most previous and
current reports on spam evolution [3, 4, 8, 11, 19], which
focus primarily on the evolution of spam content (e.g., the
emergence and popularity of certain topics such as drugs
and stocks). By focusing on spamicity tests, our goal is to
learn more about what allows some spam messages to pass
through the filters to reach their victims and what prevents
others. This is in contrast to topical analysis, which is pri-
marily a reflection of the expected economic gains of spam
producers.

The rest of the paper is organized as follows. Section 2 de-
scribes our spam corpus and experimental setup. Section 3
shows illustrative examples of spamicity tests that became
extinct over time. Section 4 summarizes examples of spam-
icity tests that show unexpected resilience to filtering tech-
niques. Section 5 summarizes related work, and Section 6
concludes the paper.

2. EXPERIMENTAL EVALUATION METHOD

2.1 Spam Corpus Collection and Preparation

Since January 2003, we have been collecting spam mes-
sages systematically. For each period (e.g., monthly), we
copy the new spam messages from the SpamArchive spam
corporal. As of January 2006, our accumulated spam cor-
pus contained more than 1.4 million spam messages. Spa-
mArchive’s spam messages are stored in two collections:
submit and submitautomated. The messages in the sub-
mit collection were submitted individually by users, and the
messages in the submitautomated collection were submitted
by automated tools on behalf of their users. Each of these
collections contains close to a thousand archives that are
stored as gzipped mbox folders. The spam messages within
these mbox folders contain most of their original headers;
however, some information has been removed to protect the
privacy of the users that submitted the messages. Specif-
ically, the recipient of the message (the “To” header) has
been replaced by “submit@spamarchive.org,” and the IP
address of the relay recipient in the first “Received” header
(i.e., the relay used to deliver the message to the submitting
user) has been omitted.

Since the SpamArchive spam corpora are updated daily,
our system is fully automated to update concurrently with
those corpora. Every day, the system performs a number
of activities. First, it downloads the latest archives from
SpamArchive’s two spam collections (i.e., submit and sub-
mitautomated), and these archives are gunzipped to obtain
the corresponding mbox folders. Next, to facilitate tracking
the evolution of various spam characteristics over time, the
spam messages in these mbox folders are sorted based on
the month and year they were received by the users that
submitted them to SpamArchive.

The email messages stored in an mbox folder typically
have three fields that store date information: the “From ”
line that delimits each message in the mbox folder (not to be
confused with the “From” email header), the “Date” email
header, and the “Received” email header(s). To sort the
spam messages, we used the date information found in their
“Received” email header(s) because that information is the
most reliable indication of when the messages were deliv-
ered to the submitting users. Specifically, we used the first
“Received” header because it is attached to the message by
the relay that is responsible for delivering the message to the
submitting user (i.e., the most trustworthy relay between the
spammer and the end user). We rejected the date informa-
tion in the “From ” line because it represents the date that
the message was placed in the mbox folder by SpamArchive
and not the date that the message was received by the sub-
mitting user. We rejected the “Date” email header date
information because it can be spoofed easily by spammers.
Figure 1 shows the distribution of spam messages that were
received from January 2003 through December 2005, based
on our sorting algorithm.

2.2 Testing Infrastructure

As previously mentioned, the actual characteristics of spam
messages that are used in our evaluation have been adopted
from SpamAssassin 3.1.0. SpamAssassin is an open source

!SpamArchive’s spam corpora can be found at
ftp://spamarchive.org/pub/archives/.
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Figure 1: Month-by-month break-down of the num-
ber of spam messages in our spam corpus

spam filter that identifies spam messages by combining var-
ious spam detection techniques. These techniques include
textual analysis of a message’s headers and body, query-
ing DNS block lists, and querying collaborative filtering
databases.

Each of Spam Assassin’s spam detection techniques is com-
posed of a variety of spamicity tests. For example, SpamAs-
sassin’s textual analysis component contains tests such as
OBFUSCATING_COMMENT and INTERRUPTUS, which
identify examples of HTML-based obfuscation techniques.
All of these tests have a user-specified score associated with
them. When SpamAssassin analyzes a given message, it
runs all of the spamicity tests. When the message satisfies
one of the tests (i.e., it tests positive), that test’s score is
added to an overall spamicity score. The message is clas-
sified as spam if its accumulated overall spamicity score is
above a user-specified threshold. In our experiments, we
are only interested in the results of each test on each mes-
sage, and we ignore the overall score since we are not us-
ing SpamAssassin as a spam filter. Specifically, we ran the
spamicity tests on the messages (grouped by month), and
for each test, we counted the number of messages (popula-
tion) that tested positive. To compensate for the variations
of new spam messages each month (Figure 1), we normal-
ize the population count, dividing it by the total number of
messages in that month.

2.3 Overview of the Spam Evolution Study

In this section, we summarize the results of evaluating all
495 spamicity tests from SpamAssassin 3.1.0 on our three-
year spam collection from SpamArchive. We have divided
the spamicity test graphs into three groups: extinction, co-
existence, and complex. The extinction group (discussed in
Section 3) consists of graphs that show a downward trend,
starting from a significant number of messages testing pos-
itive and ending with a relatively negligible number during
the last three months. The co-existence group (discussed
in Section 4) consists of graphs that show a persistently
high number of messages testing positive at least for the last
three months (regardless of the starting point). The complex
graphs combine different trends or contain high variability,
and their analysis is the subject of future research.

The extinction group includes 236 spamicity tests, and the

Table 1: Distribution of average results
Number of Spamicity Tests

Average Range

Extinction | Co-existence | Complex
[0:0 - 0.0) 230 2 195
[0.1 -0.2) 6 11 0
[0.2 - 0.6) 0 11 0

Table 2: Distribution of maximum results

Maximum Range Number of Spamicity Tests
Extinction | Co-existence | Complex
[0.0 -0.1) 201 26 180
[0.1 -0.2) 22 12 14
[0.2 - 0.3) 8 8 1
[0.3 - 0.4) 4 4 0
[0.4 — 0.5) 1 5 0
[0.5 - 0.9) 0 9 0

co-existence group includes 64 spamicity tests. We stud-
ied the distribution of test popularity within each group.
Table 1 contains the distribution of the number of tests
(divided by group), according to the average percentages
calculated over the three-year period. The overwhelming
majority of tests averaged less than 10% of the messages,
with only 22 tests in the co-existence group averaging be-
tween 10% and 60%. Since the co-existence group consists
of curves that remain flat (to be considered surviving), it is
expected that this group contains the highest average num-
bers. However, the average does not represent the extinction
group since it blurs the downward trend that characterizes
the group. Table 2 contains the distribution of the num-
ber of tests according to the maximum percentages achieved
during that three-year period. The table shows that the ex-
tinction group contains a significant number of tests (35)
that started with more than 10% of messages containing
that spam construction technique.

The remaining graphs (Figure 2 through Figure 11) shown
in the paper are population evolution graphs, with the x-axis
representing time (from January 2003 through December
2005) and the y-axis representing the percentage of mes-
sages (in a given month) that tested positive for the various
spamicity tests being shown in the graph.

3. EVIDENCE OF EXTINCTION

Of the 236 graphs in the extinction group, we selected a
few of the most interesting ones for discussion. In a sense,
these are the “success stories” for spam filtering or other
techniques that combat spam since spam producers are com-
pletely avoiding these markers.

3.1 Significant Environmental Changes

The evolution of the USERPASS spam signature is an ex-
ample of the extinction category. According to RFC 1738 [2],
URLs with the following format are syntactically valid:

<scheme>://<user>:<password>@<host>:<port>/<url-path>

However, spam producers (particularly, phishing message
producers) began to exploit this URL format to deceive
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Figure 2: Evolution of the presence of User-

name:Password URLs

users, disguising their malicious sites by inserting a pop-
ular site in the <user>:<password> field. For example,
a phisher might use http://www.ebay.com@badsite.com to
trick users into believing they’re accessing ebay.com, when
they’re actually accessing badsite.com. A more extensive
discussion of this technique (and its many variations) is pro-
vided in [14]. The USERPASS spam signature tracks mes-
sages that contain URLs with the <user>:<password> for-
mat. As the figure shows, more than 10% of the spam mes-
sages in almost every month from May 2003 through Jan-
uary 2004 contained at least one USERPASS URL. Then,
rather abruptly, only 4.7% of the spam messages in February
2004 contained a USERPASS URL. In the following month,
this percentage fell to 1.9%, and by May 2004, almost none
of the spam messages contained a USERPASS URL. Upon
observing this trend, the most obvious question is, “What
forced phishers to abandon this technique?”

On February 2, 2004, Microsoft issued Microsoft Secu-
rity Bulletin MS04-0042 along with a security update that
removed support for USERPASS URLs from Internet Ex-
plorer. The Mozilla Project quickly followed suit by re-
moving USERPASS support from Mozilla (as described in
Mozilla’s Bugzilla Bug 232567%). Both of these actions are
environmental changes that made the USERPASS option
useless to spam/phishing producers. As Figure 2 shows, by
mid-2004, spam producers eliminated all USERPASS URLs
from their messages.

3.2 Individual Filtering

One of the earliest defenses against spam was keyword-
based filters [6]. Unfortunately, spam producers defeated
keyword filters by replacing keywords with randomized mis-
spellings. In response, victims began to use statistical learn-
ing filters (e.g., Naive Bayesian, Support Vector Machines —
SVM, and LogitBoost) [1, 10, 18, 21, 22] that are capable
of learning and identifying a large number of unpredictable
misspellings. These filters operate individually (i.e., they are
trained by each user), and it appears that some spam strain
extinctions are due to the effectiveness of these individual
filters. An example is HTML-based obfuscation techniques.

2http://www.microsoft.com/technet/security/bulletin/
MS04-004.mspx

3https://bugzilla.mozilla,.org/show.bug.cgi?id:Q32567
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Figure 3: Evolution of specific HTML-based spam
obfuscation techniques

We first discuss the evolution of four spam construction
techniques involving HTML-based obfuscations:

e OBFUSCATING.COMMENT

o INTERRUPTUS

¢ HTML_ FONT LOW_CONTRAST
e HTML_TINY_FONT

These techniques are used to disguise keywords that in-
dicate spam (have high spamicity scores). Each one of the
techniques can be used to invisibly divide spam keywords
into randomized components. The result is the avoidance
of keyword filters and low spamicity scores by statistical
learning filters since the customary spam keywords are never
present in their entirety. For example, LOW_CONTRAST
and TINY_FONT were used to introduce virtually invisi-
ble fragments so the visual presentation becomes quite dif-
ferent from the underlying parsed text. Similarly, COM-
MENT and INTERRUPTUS are used to insert HTML
tags in the middle of keywords, making the keywords unrec-
ognizable by learning filters. For example, spam producers
might obfuscate the word Viagra using Vi<xxx>ag<yyy>ra
or V<!——x——>iagr<!——y——>a.

Figure 3 shows the evolution of these four spam construc-
tion techniques. Initially, the COMMENT and INTER-
RUPTUS techniques were the most popular. Then, as the
popularity of the COMMENT technique steadily declined,
spammers focused their attention on the INTERRUPTUS
technique. When the INTERRUPTUS technique began to
decline (after November 2003), the LOW_CONTRAST
and TINY_FONT techniques were already rising in popu-
larity. These phase differences suggest an arms race between
spam producers and individual filters. As spam producers
adopt an HTML-based obfuscation technique, spam filters
(e.g., SpamAssassin and statistical learning filters) begin to
associate the technique with high spamicity scores during
the continuous retraining of the filter. The effectiveness of
filter retraining [7, 17, 21] forces spam producers to migrate
to a new obfuscation technique. Figure 3 shows four specific
examples of these arms race cycles.

Fortunately, the spamicity tests also give us a tool to an-
alyze all HTML-based obfuscation techniques as a group.
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Figure 4: Evolution of all HTML-based spam obfus-
cation techniques

Figure 4 shows the population of spam messages that employ
any HTML-based obfuscation techniques, classified by the
percentage of HTML obfuscation content in each message.
For example, the line marked as HTML_OBFUSCATE_05_10
represents the percentage of spam messages with a message
body consisting of between 5% to 10% HTML obfuscation
content. Similarly, the line for HTML_OBFUSCATE_05-90
represents almost all of the messages that contain HTML
obfuscation content. In Figure 4, we can observe that the
line for HTML_OBFUSCATE _05_90 gradually increases, in-
dicating a possible learning curve. Then, after the peak
in October 2003, spam producers began to slowly move
away from HTML-based obfuscations, and by March 2005,
the number of messages containing HTML obfuscation tech-
niques became vanishingly small.

Figures 3 and 4 suggest that individual filters won a bat-
tle against spam producers in the HTML-based obfuscation
arms race. Although new obfuscation techniques (e.g., cam-
ouflage attacks [17, 21]) continue to plague learning filters,
the individual filters were able to successfully detect HTML-
based obfuscation techniques. As a result, by the end of
2005, this filtering ability forced the spam producers to vir-
tually abandon spam construction techniques using HTML-
based obfuscation.

3.3 Collaborative Filtering

Our efforts to find a clear example of extinction for spam-
icity tests in the collaborative filtering category failed to
yield good results. Instead, we found some evidence of co-
existence (Section 4.3), where clearly effective collaborative
filtering techniques did not cause those spam construction
techniques to become extinct. Whether collaborative filter-
ing techniques have inherent limitations that prevent them
from “killing off” some strains of spam is an interesting area
of future research.

4. SURVIVAL AND CO-EXISTENCE

In this section, we discuss examples of spam construction
techniques that exhibit unexpected and persistent resiliency.
These examples are interesting since they seem to work well
for the spam producers, despite explicit identification tests
and attempts to filter them out. This phenomenon is con-
trary to our expectations since we would normally expect
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Figure 5: Evolution of the presence of URLSs in spam
messages

the spamicity tests to be effective in filtering out these tar-
geted spam messages. The resilient nature of these spam
construction techniques makes them good candidates for fur-
ther research since these strains of spam are surviving and
perhaps even thriving.

4.1 Significant Environmental Changes

First, we discuss a spamicity test that, by definition, can-
not be used to extinguish spam messages: the presence of
URLs in an email message. In contrast to USERPASS,
which was rarely used in general, URLs are often present
in both spam and legitimate messages. Figure 5 shows that
at least one URL appeared in between 85% and 95% of spam
messages in every month except for October 2003 (when only
75% of the spam messages contained at least one URL).

Although a single data point could be the result of data
collection problems or random statistical fluctuations, we
have a conjecture for the dip shown in October 2003. On
September 23, 2003, California Governor Gray Davis signed
into law an anti-spam bill, Senate Bill No. 186, that made
each email advertisement fineable up to $1 million [15]. This
could explain the removal of URLs from some spam mes-
sages and the dip shown in October 2003. Unfortunately,
Congress passed the CAN-SPAM Act at the end of October,
which replaced the strict penalties detailed in the California
anti-spam bill [12]. This could explain the “back to business
as usual” mindset of spam producers and the restoration of
URLs to their normal level.

A refinement of the URL-presence spamicity test con-
sists of the tests for URLs with specific top level domains
(TLDs). While COM and NET are commonly used TLDs,
other TLDs such as BIZ and INFO have also been used fre-
quently by email marketers. Figure 6 shows the evolution
of spam messages containing URLs with four specific TLDs:
COM, NET, BIZ, and INFO (the four most popular TLDs
found during the three-year period). We observe a dip in
the COM curve around October 2003 (lasting four months).
This dip seems anti-correlated with a peak in BIZ around
the same time. Whether this valley and peak are correlated
with the dip in Figure 5 is open for debate. Another ob-
servation from Figure 6 is that the spam producers’ favorite
TLD choice (other than COM) has changed from NET (Jan-
uary 2003 to June 2003) to BIZ (July 2003 to July 2004) and
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Figure 7: Evolution of messages that pretend to be
sent using Outlook

INFO (August 2004 to March 2005), with NET eventually
returning to the top position (April 2005 to December 2005).

4.2 Individual Filtering

In this section, we analyze three cases of individual filter-
ing that were unsuccessful, despite seemingly having the ca-
pability to extinguish spam messages of a particular strain.
The first case concerns spam messages that pretend to be
sent by Outlook (i.e., the messages contain a forged “X-
Mailer” header with “Microsoft Outlook”). When the real
Microsoft Outlook application sends an HTML email mes-
sage, two versions of the message are sent: the HTML ver-
sion and an automatically generated plain text version. Since
the forged messages only contain HTML content, they could
not have been sent by Outlook; thus, this spamicity test
is a fairly reliable indicator of spam. Figure 7 shows the
survival and co-existence of spam messages containing the
forged Outlook header with this spamicity test. In 2003,
the forged header was consistently identified in over 15% of
the spam messages, but this value dropped to around 5% in
2004. Surprisingly, in 2005, the technique began to grow in
popularity towards 15%, despite the spamicity test.

The second case consists of messages that use at least
2 illegal characters in their “Subject” headers. An illegal
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Figure 8: Evolution of messages that use at least 2
illegal characters in their “Subject” headers

character is defined as a character that should be MIME
encoded (as per RFC 2045 [9]) but is not. Figure 8 shows
the evolution of the number of messages that employ this
spam construction technique. This figure shows that despite
the identification of this spamicity test and attempts to filter
it out, the number of spam messages containing such illegal
characters actually grew from about 2% before 2005 to about
20% at the end of 2005. The reasons for this thriving spam
construction technique are a subject of future research.

The third case consists of messages that contain a specific
pattern in their “Message-ID” headers. The pattern is de-
fined by the following Perl regular expression:

<[0-9a-f]1{4,\$[0-9a-f1{4, \$[0-9a-f]{4, }\O\S+>

This pattern is legitimately used by mail clients that place
“Produced By Microsoft MimeOLE” in their “X-MIMEOLE”
headers. Thus, if a message contains the pattern without
this value in its “X-MIMEOLE” header, the “Message-ID”
header is considered forged, and the message is considered
spam. Figure 9 shows the evolution of the number of mes-
sages that have the above pattern in their “Message-ID”
headers. This feature has gained and lost popularity over
the years, with a low of 2% in early 2005, followed by a
sudden growth during 2005, and another low of 2% at the
end of 2005. Due to the ups and downs in the figure, de-
spite the ease of executing this spamicity test, whether this
strain of spam has become extinct is unclear. Depending
on the interpretation of the curve during 2005, Figure 9 can
be interpreted as extinct (if you only look at the last three
months), co-existence (if you take the average for the year),
or inconclusive and therefore in the complex category.

4.3 Collaborative Filtering

Another example of an obviously effective spamicity test
concerns “URL block lists” that enumerate URLs that are
known to be spam-related through reliable sources. These
block lists are typically constructed and maintained by col-
laborative filtering (i.e., contributions by many trusted par-
ticipating users). For a given block list, the spamicity test
finds the spam messages that contain at least one URL
that appears on that block list. Figure 10 shows the evo-
lution of the number of messages that contain at least one
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Figure 9: Evolution of messages that have a specific
pattern in their “Message-ID” headers
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Figure 10: Evolution of URLs appearing on block
lists

URL that appears on one of three block lists: ws.surbl.org,
jp-surbl.org, and ob.surbl.org.

As the figure shows, the percentage of spam messages that
contained at least one URL on any of the three block lists re-
mained below 20% up until March 2004. Then, from March
2004 through August 2004, the percentage of spam messages
that contained at least one URL on ws.surbl.org grew from
21.4% to 71.9%. It took jp.surbl.org slightly longer to gain
this level of popularity, but from March 2004 through Octo-
ber 2004, the percentage of spam messages that contained at
least one URL on this block list grew from 17.5% to 78.6%.
The ob.surbl.org block list was the slowest to obtain popu-
larity, but from October 2004 through November 2004, the
percentage of spam messages that contained at least one
URL on this block list skyrocketed from 5.1% to 62.0%.

An alternative explanation for the population gains in Fig-
ure 10 is the improvement in collaborative filtering perfor-
mance. Suppose that the effectiveness of collaborative filter-
ing is directly related to the participation of effective collab-
orators. It is reasonable to assume that at the beginning of
any collaborative effort, only a limited number of effective
collaborators participate, with a limited coverage. In the
case of block lists, this effect would translate to a partial
coverage of known spam-related URLs. As more and more
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Figure 11: Evolution of relays appearing on block
lists

people contribute suspicious URLs, the block list becomes
more comprehensive, and the spamicity test becomes more
effective. This may explain the phase differences among the
three lists, if we assume that ws.surbl.org achieved full ef-
fectiveness first, followed by jp.surbl.org and ob.surbl.org.
Figure 10 shows that the block lists are clearly effective in
identifying spam messages (finding more than 50% of the
spam messages after November 2004) that contain spam-
related URLs.

As we acknowledge the success of URL block lists, the
continued and constant presence of spam-related URLs in
spam messages also shows that the effectiveness of block lists
is somehow limited. Unlike USERPASS and HTML-based
obfuscation, which became extinct by a change in browser
technology and effective individual filtering, the presence of
spam-related URLs on block lists did not completely “kill”
this strain of spam. The survival and co-existence of spam-
related URLs on block lists implies that the benefits for
spam producers to continue including spam-related URLs
in their messages may outweigh the costs of being identified
and filtered by the block list spamicity tests.

One possible explanation for this phenomenon involves
a cost/benefit analysis from the spam producer’s point of
view. It is obvious that having a convenient URL directly
pointing to the spam producer’s web site is very valuable.
If the spamicity test is able to completely and immediately
filter out all such spam messages, this strain of spam would
probably become extinct. Since we assume the block list
coverage is very good, the main question is the length of the
time lag between the creation of a spam-related URL and
its detection and inclusion on a block list. Despite the pres-
ence of effective collaborators, it is reasonable to assume a
non-negligible time lag (e.g., on the order of hours or days)
exists between the creation of a new URL and its discovery
and inclusion on a block list. This time lag could be a fun-
damental limitation of the collaborative filtering approach,
which is based on effective human participation.

Another analogous collaborative approach is DNS block
lists. Unlike the URL block lists described above, DNS block
lists attempt to filter messages based on the servers that
were used to deliver the messages. Figure 11 shows the evo-
lution of the number of spam messages that were delivered
through at least one relay that appears on a DNS block list.



Three block lists are represented: The Distributed Sender
Blackhole List (DSBL), The Spam and Open Relay Block-
ing System (SORBS), and NJABL.ORG. We observe both
growth (probably due to the stabilization process described
above for collaborative filters in general) and decline of this
spamicity test in Figure 11. However, as of December 2005,
the spam messages that pass through at least one of the re-
lays on these lists did not become extinct (at around 20%).
We believe the time lag explanation above also applies here.

5. RELATED WORK

Previous studies that investigated the evolution of spam
were primarily concerned with the content of spam mes-
sages. Fawcett [8] discovered a few interesting spam trends
that occurred in 2002. In his study, he found a great deal of
variation in the traffic patterns of spam and legitimate email
messages, and using these variations, he illustrated the time
variation of the class prior p(spam). He also investigated
the evolution of spam message content over time, finding a
number of complex trends. Specifically, he found that spam
terms (i.e., words that appear in spam messages) fall into
a combination of three categories: constant, periodic, and
episodic occurrences. Finally, Fawcett mentioned the early
stages of the “spam arms race” [17], primarily focusing on
simple techniques that were created to defeat keyword fil-
ters.

On two separate occasions [3, 4], Brightmail published
statistics about the evolution of spam traffic and spam con-
tent. In the first set of statistics [3], they showed that from
January 2003 through December 2003, the percentage of all
email that was spam grew from 42% to 58%. Additionally, in
December 2003, they found that most spam messages were
categorized as PRODUCTS (21%) and ADULT (18%). In
the second set of statistics [4], they showed that from Jan-
uary 2004 through March 2004, the percentage of all email
that was spam grew from 60% to 63%. Additionally, in
March 2004, they found that most spam messages were cat-
egorized as PRODUCTS (25%) and FINANCIAL (20%). In
the middle of 2005, Sophos also released statistics that pro-
vided spam content categorizations. Specifically, they found
that from January 2005 through June 2005, Medication /pills
was the top spam category (41.4% of all spam messages dur-
ing that period), followed by Mortgage (11.1% of all spam
messages during that period).

Hulten et al. [11] “hand-examined” 200 spam messages
from a one month period in 2003 and 1000 spam messages
from a one month period in 2004. The purpose of this
examination was to identify the types of products being
promoted and the types of exploits being used by spam
messages. Their main observations were that non-graphic
porn/sex content was the most prevalent spam category and
that “text chaff” (i.e., textual obfuscation techniques) was
the most prevalent exploit in their data.

Our study differs from the previous work on spam evolu-
tion in several ways. First, we study the evolution of spam
construction techniques in spam messages, instead of spam
content. Second, our study uses large corpora (over 1.4 mil-
lion spam messages over a three year period) to produce
concrete and clear evidence of evolution. Third, we focus on
two clear trends (extinction and co-existence) that give us
a quantitatively supported evaluation of spamicity test ef-
fectiveness in “killing” spam messages (either completely for
the extinction group or partially for the co-existence group).

6. CONCLUSIONS

In this paper, we studied the evolution of spam, focusing
on a trend analysis of spam construction and filtering tech-
niques. The study used over 1.4 million spam messages that
were collected from SpamArchive between January 2003 and
January 2006. The spam constructions and filtering tech-
niques were adopted from the spamicity tests found in Spa-
mAssassin 3.1.0. The study ran all of the messages through
all of the spamicity tests, and it plotted the percentage of
messages for which the test result was positive through the
three-year period.

We consider only two trends in this study: the spam con-
struction techniques that became “extinct” (zero or near
zero spam messages for that spamicity test) and the spam
construction techniques that survived and co-exist with a
well-defined spamicity test. We divide the explanations of
these trends into three groups of spamicity tests: significant
environmental changes, individual filtering, and collabora-
tive filtering. Extinction of a spam construction technique
means complete filter effectiveness (e.g., individual filtering
of HTML-based obfuscation techniques) or environmental
changes (e.g., the elimination of USERPASS functionality
in browsers). In contrast, co-existence indicates the exis-
tence of concrete limitations in the spam filters. Identified
examples include forged Outlook “X-Mailer” headers and
illegal characters in “Subject” headers for individual filters
and block lists for collaborative filtering.

This paper opens the door to many interesting future re-
search opportunities using the same population evolution
method. For example, each one of the spamicity tests show-
ing co-existence is a challenge to be explained in more detail
since those filters were unable to “kill off” that particular
spam construction technique. More concretely, the several
conjectures and potential explanations for the interactions
between a spamicity test and its associated spam construc-
tion technique should be verified quantitatively. Another
interesting research question is the lack of extinction ex-
amples for collaborative filtering, despite the large number
of extinctions. Is it possible that collaborative filtering ap-
proaches have some inherent limitations (e.g., time lag) that
prevent them from causing any strain of spam to become ex-
tinct?
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