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Abstract

We present an anti-spam filtering framework
that combines text-based and image-based
anti-spam filters. First, an incremental learning
approach to reducing mismatches between
training and test datasets is proposed to resolve
the problem of a lack of training data for
legitimate emails that contain both text and
images. Then, the outputs of text-based and
image-based filters are combined with the
weights determined by a Bayesian framework.
Our experimental results on the TREC 2005
and 2007 spam corpora using two state-of-the-
art text-based filters show that the combined
system significantly reduces the false positive
errors for the misclassified emails containing
images.

1 Introduction

In the past few years, text-based anti-spam filters have
been extremely effective at detecting email spam [4, 6,
8, 16]. To combat these filters, spammers have recently
adopted a number of countermeasures, which are aimed
at confusing these filters and degrading their
performance. One of the most popular countermeasures
is the use of images to transmit spam messages while
camouflaging such messages with legitimate-looking
text. In response to this new trend, called image spam,
in spamming behavior, many researchers have proposed
spam filtering techniques that identify these messages
using distinctive properties of spam images [1, 3, 6,
16], and some progress in identifying spam images has
been observed.

Despite recent advances in spam image filtering
research, the sole use of such techniques for image
spam is not appropriate because the performances of
current techniques are still below the desired level to
use in realistic situations. Most spam image filtering
techniques have produced quite a bit of
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misclassification errors for legitimate emails [1, 3, 7,
18]. So, it is necessary to leverage text-based spam
filters, which have been performing extremely well to
identify legitimate emails, as well as image-based spam
filters. However, the method to exploit these two
techniques together systematically is relatively
unexplored because there are only a small set of
publicly available image-and-text legitimate emails.

One viable approach for exploring the integrated nature
of emails containing both text and image is to combine
the outputs of individual text-based and image-based
classifiers. This topic, combining classifiers, has been
explored actively in many classification scenarios [2,
13, 17]. One example would be integrating speaker
verification results with fingerprint recognition results
for a security system [13]. Often, combining classifiers
provides a systematical framework for integrating
multiple heterogeneous sources of information as well
as enhances classification results [2, 13, 17]. Applying
a similar approach to anti-spam filtering tasks makes it
possible to classify emails containing images in a
unified fashion.

It is, however, hard to implement such an integrated
system that takes advantage of distinctive features in
individual text and image parts and their inter-
dependencies because of a lack of publicly available
legitimate emails that contain images, which has been
preventing researchers from benchmarking and
improving their algorithms as well. Previously, there
was one attempt [18] to generate a synthetic set of
legitimate emails by combining legitimate emails and
random images, which were selected from a pool of
legitimate images. However, this approach may not be
consistent with realistic situations since [18] relied on a
small set of private data, such as images obtained from
personal inboxes or separate image sets (e.g. Corel)
from other non-mail sources.

In this paper, we present an anti-spam filter
combination framework that combines outputs of text-
based and image-based filters to make unified
decisions. To deal with the aforementioned issue, we



adopt an incremental learning algorithm where a
classifier adapts its parameters to new data while it is
being used to minimize mismatches between training
and test images over time. Time variability, i.e. the
characteristics of spam messages in the past are quite
different from the characteristics of spam messages we
are receiving now, also makes an incremental learning
algorithm more attractive. For this reason, most state-
of-the-art text-based spam filters implemented using an
incremental learning algorithm [6]. Here, we refer to
the method that requires processing the available data
as a whole as batch learning and to the method in which
adaptation is performed online based on a small set of
available data as incremental learning [12].

The incremental learning algorithm is implemented by
modifying the discriminative spam image detection
technique [3] proposed in our previous work. It is then
combined with two state-of-the-art incremental learning
text-based anti-spam filters such as Bogofilter [10] and
OSBF [11]. To fully exploit the aforementioned
advantages of incremental learning, combination of text
and image filters is performed within a Bayesian
framework in  which parameters are updated
incrementally as well depending upon individual spam
filter’s performances. Based on our experimental
evaluation, we found that our proposed system clearly
demonstrated improvements in terms of spam
classification errors over text-based anti-spam filters for
email messages containing images, which will be
referred to as text-and-image emails hereafter.
Specifically, the proposed framework with Bogofilter
and OSBF as text-based filters reduces the number of
misclassified text-and-image emails significantly over
the case when only Bogofilter or OSBF was used.

The remainder of the paper is organized as follows. In
Section 2, an overview of the integrated system is
described. In Section 3, we propose a discriminative
incremental learning approach to spam image filtering,
which is followed by a discussion of issues related to
integrating image and text classifiers in Section 4.
Experimental results using the TREC 2005 and 2007
spam image data are given in Section 5. Finally, we
conclude our findings in Section 6.

2  System Overview

A traditional anti-spam filtering system can be divided
into three components. The first is a front-end module
in which email messages are parsed and tokenized. The
second is a classifier module in which a probability of
being spam or legitimate is computed using the
tokenized messages. Given this probability, the last
component finally makes a decision based on the cost
that one should pay from misclassification errors. In
some cases, this last component involves getting users’
feedback regarding the decision. Therefore, there might
be some feedback paths back to the classifier module.

Our proposed framework can also be categorized into
similar components. The main differences are threefold.
First, in addition to an email message parser and a
tokenizer at the front-end, we have an image analysis
module in which distinctive features of spam images
are extracted if the email contains images. Second, an
additional classifier that computes the probability for
each attached image to be spam or legitimate is trained
given such features. Lastly, the back-end module fuses
the probabilities computed so that the final decision can
be made. In Figure 1, we illustrate the block diagram of
our system.

Note that the feedback paths are given to the text-based
and image-based filters from the back-end module.
Through these paths, we ensure that the anti-spam
filters in the middle will be trained incrementally as
they see new samples. Here, we can also add more anti-
spam filters that exploit other features, such as
structural information of emails, and so on.
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Figure 1: Block diagram of our integrated system.

3 Incremental Learning

In this section, we describe our proposed incremental
learning approach for image-based spam filters.
Typically, incremental learning is implemented within a
parametric modeling framework with maximum a
posteriori probability (MAP) parameter estimation [14],
which is supported by its theoretical soundness. The
basic procedure starts with assuming that information
contained in all samples collected so far is embedded in
a prior density. When new samples become available,
classifier parameters are estimated by a MAP criterion.
Finally, prior density’s parameters, known as hyper-
parameters, are updated to create an updated prior
density in a process known as prior evolution [12]. In
addition to its theoretical soundness, this approach has
another benefit in terms of storage and computational
efficiency in general because sufficient statistics of the
posterior distributions are preserved through the usage
of conjugate priors [14].

One potential drawback of this approach is, however, a
need to know the true form of the distributions. If the
assumed probabilistic distribution is far from the true
one, the system performance will suffer. Therefore, in
our proposed system, we adopt a discriminative
learning approach in which an explicit assumption on
the model distributions is not necessary. In particular, a
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Figure 2. A procedure for incremental learning

discriminative spam image identification technique
running in batch-mode [3] is adopted and modified to
be operated in an adaptive mode. So, the parameters of
discriminant functions are tracked and updated
incrementally as we encounter new samples.

To improve incremental adaptation effectiveness, we
only consider an informative subset of the training
samples. By informative we mean the samples that
have more to do with determining decision boundaries.
Not surprisingly for discriminative training, such
samples are located around decision boundaries in
general. Based on this understanding, we pick samples
that fall into a region such that its distance from
decision boundaries is less than a certain threshold.
More formally, let x be a new sample in class i and
f.(x) be a value of the discriminant function for class i
of such a sample. Also, let I, be a set of informative
samples and U; be a set of uninformative samples for
class i, respectively. Suppose the threshold z; is twice
the size of a margin, where the margin is defined as the
distance between the decision boundary for class i and
the closest positive sample for class i that is correctly
classified. Then, if f(xX)<z;, we augment I, with x.
Otherwise, U, is augmented with x. Later, when the
parameters of the discriminant function are re-
estimated, only the samples in |, are used. We should
also consider the case in which the size of I, becomes
too large so that the cost of re-estimation exceeds what
we desire. In this case, we can drop some samples in a
timely manner from 1; based on an assumption that the
characteristics of spam and legitimate images are
changing in time.

We summarize the proposed incremental learning
algorithm in Figure 2. An MFoM-based classifier

learning approach [9], which aims at optimizing the
parameters in terms of a figure-of-merit, or FOM such
as recall, precision, or average detection error rate, is
used. Average detection error rate, which is defined as
a mean of false positive error rate and false negative
error rate, is selected to define a form of the objective
function to be optimized. In selecting whether a new
sample x is informative or not, we first consider d(x) as
a generalized likelihood ratio function. We then use a
sigmoid fitting to convert the range of d(x) into the [0,
1] interval as this value can be considered as a
simulated probability of how likely a given image will
belong to the spam class. Given the probability, we
select samples that have the value less than, say 0.8, for
spam images. Likewise, we select samples that have
the value greater than, for example 0.2, for legitimate
images. Our experimental results show that this scheme
reduces the required number of training samples
significantly while the performance of the system
remains about the same.

4 Integrating Text and Image Classifiers

In this section, we describe our proposed method of
integrating image and text-based anti-spam filters.
There are three issues to be addressed to integrate these
two filters: dealing with multiple images, combining
classifiers, and determining operating points. We
discuss such issues in the following subsections in
detail.

4.1  Issues with Multiple Images

In most cases a single email message contains multiple
images. Typically, these images are similar in terms of
their properties, thus it is possible to process those
images as a whole to generate a single decision.
However, spammers might even camouflage spam
images with legitimate images, so it is more appropriate
to compute a probability of each image being spam
individually and to merge the probabilities afterwards
using some techniques.

In the proposed framework, we unify classification
results from multiple images by using a generalized
power mean over individual classification results,
defined as:

P(w|x):(ZP(w,|x)”] ”. (1)

Here, P(@]|x) denotes a non-normalized version the
overall probability of an email x either being spam or
legitimate considering all images in x whereas
P(w, | x) is an individual probability for the i-th image.
n is a positive constant that controls effects of different
images. One can easily see that for a large , P(@| x)
is approximated with max P(a, | x). This implies that for
a carefully chosen #, Eq. (1) can handle the case that x
only contains one image spam and the rest of the



images are legitimate compared to other approaches. It
easy to see that a simple arithmetic average of
P(e; | x) might not be able to handle such cases.

4.2 Classifier Combination

In this section, we developed an anti-spam filter
combination technique within a Bayesian framework.
Here, a subscript i is used to distinguish different spam
filters and t is used to denote incremental learning
cycles at time t. Suppose x is a received email and w is
the class associated with X, either being spam or
legitimate. Then, assuming a hidden variable Z for an
event to select a text or image spam filter, a probability
for a class w given x, P(@| x), can be expressed as a
marginal probability of a joint probability of Z and w.

P(@]|X)=)_P(®,Z;|x)

. (2)

=Y P(@]Z;,)P(Z; | %),
Here, P(Z,|x) is an external knowledge to express
each classifier’s confidence given x. For example, in the
case where a certain feature becomes unavailable, the
corresponding P(Z; | x) will be set to be zero. Also, if
image feature dominates over text feature, one could
assign a large probability for the corresponding
P(Zi1%).

The first term in the summation, P(@|Z;,x), is a

posterior probability of @ given a single classifier and x.

Note that since only a part of x is available to each
classifier, a posterior probability obtained from an
individual classifier (i.e. an image spam filter or a text-
based spam filter) might differ from P(w|Z;,x). To
take into account this fact, consider @ as another
random variable, where @ is an output of a single
classifier. Then, P(w|Z,,x) can be computed as a
marginal distribution of P(w,@|Z,,x) and it can be
expanded as:

P(@|Z,X)=)Y P(@|®Z,x)P@|Z,x), ()
@eC

where C is the total set of classes and P(@ | Z;, x) is the
i-th classifier’s output. Since it is hard to compute
P(w|®,Z;,x), we approximate it with P(w|®,Z;) by
assuming o and x are conditionally independent given
o and Z;. Substituting Eq. (3) into Eq. (2), the overall
equation for classifier combination is as follows:

P(@|X) =Y > Pl@|®,Z)P(@|Z,)P(Z %) (4)

i weC

To compute P(w|®,Z;) , consider a binary random
variable Y; for the i-th classifier where Yi=1 if o =@
and Y;=-1 if o=@ . Then, we can assume that Y,
follows a Bernoulli distribution with a probability of a
success p; at time t, where we encode a success with an
event Y;=1 and a failure with and an event Y;=-1. As @

takes two values; spam or legitimate, we will have two
Bernoulli  distributions. The dependency of the
parameter p; on time is due to the nature of incremental
learning. We estimate p; with an MAP criterion and
update p; over time within a Bayesian framework. We
perform this by updating a prior distribution for p,over
time. It is well-known [15] that a beta distribution with
hyper-parameters, o, and f, is a conjugate prior of a
Bernoulli distribution. With this we can compute the a
posteriori distribution using Bayesian formula and
estimate p, that maximizes the a posteriori distribution.
The resulting formula for py is:

b, = I, (success) + «a, 11 (5)
a+p -1
where |(-) is an indicator function. In fact, we expect p;
to become smaller when the corresponding classifier
makes an error while the other classifiers make correct
decisions. This property can be achieved by updating
the hyper-parameters o, and S in the beta distribution as
new data become available. Specifically, a; and f; are
functions of summation of the number of success and
failure until time t-1 which can be computed as follows:
t-1
a, =) 1(success) +a,

i (6)
B = 1, (failure) + 5,

where ¢, and g, are the initial values of the hyper-
parameters. It is clear, from the above equations, that as
the number of failure is close to zero, the parameter p;
would reach unity. Rewriting Eq. (3) using the quantity
p: as in Eq. (5), we can compute the probability that a
new email x is a spam message, adaptively, as follows:

(e =spam|x)= > [p,-R(& = spam| Z,,X)

, (7
+(1- p,)P (@ = legitimate | Z;, X)]P(Z; | ).
The initial values of the hyper-parameters are critical to
the performance of the proposed framework. A good
starting point is either assuming both classifiers to be
perfect at time zero or using the values obtained from
some validation sets. Our preliminary experiments
show that both methods work reasonably well, so for
simplicity, we adopt the first initialization scheme. In
fact, our proposed method is a major extension from
[13], where maximum likelihood (ML) parameter
estimation is used. Instead, we use MAP estimation
with updating a prior distribution so that P(w|®,Z,;)
is adapted over time depending on each classifier’s
performance, which in turn ensures the proposed
framework to work in a fully incremental manner.

4.3  Combination of the operating points

The last issue is to set an operating point. The proposed
framework is targeting image-and-text emails, text-only



emails, and image-only emails. However, an image-
based filter and a text-based filter may have different
operating points. For this reason, applying a single
operating point to the individual component is
inappropriate. Instead, we set multiple operating points
according to the content of the emails. In particular, for
text-only and image-only emails, operating points of the
image-based and text-based filters are preserved. As for
the text-and-image emails, the operating point can be
obtained by using a cross-validation set or from some
external knowledge. In the propose technique, we
determine the value by cross-validation on a subset of
the TRECO5 spam corpus. The operating value
determined here is used throughout all experiments to
be discussed next.

5 Experimental Results

We prepared for two public datasets, TREC 2005 and
2007 spam corpora. We deliberately left out the TREC
2006 spam corpus from our training and testing data
sets because there were only 300 images in that corpus.
In the TREC 2005 spam corpus, we extracted 1530
images, including 1256 spam images and 274 legitimate
images. These images were contained in 1302 emails
out of 92189 (52790 for spam and 39399 for legitimate)
in which 1197 were spam and the rest of them were
legitimate. Similarly, we extracted 9676 images from
the TREC 2007 spam corpus consisting of 8414 spam
images and 1262 legitimate images. The number of
emails containing images in the TREC 2007 spam
corpus was 8223 for spam and 326 for legitimate,
respectively. The total number of emails in the TREC
2007 spam corpus was 50199 for spam and 25220 for
legitimate, respectively.

To evaluate the proposed framework, we adopted the
evaluation procedures from the official TREC Spam
Track guideline [5] with three modes of operations:
immediate feedback (correct classification of each
message is given to the filter immediately after it makes
its prediction), delayed feedback (same as immediate
feedback except for the fact that there is a delay to
provide the correct classification. In the worst case, the
correct classification might not be provided), and on-
line active learning (the filter is given a feedback quota.
The filter asks the correct classification for some
messages, and as long as the quota is not exceeded, the
correct classification is provided). For simplicity, we
selected the immediate feedback scheme.

As for text-based spam filter, Bogofilter and OSBF
were used with their default settings. Bogofilter is a
mail filter that takes advantage of a Bayesian-like
statistical approach to updating the indicating power of
spam of the words in the corpora. It also makes use of
the inverse of a chi-square distribution to compute
discrimination between the spam and legitimate classes.
The default setting is a two-state classification with a

threshold value at 0.99. On the other hand, OSBF is an
implementation of OSBF(Orthogonal Sparse Bigram
with confident Factor) algorithm that enhances a
Bayesian classifier. Since OSBF has output range from
(o0, +o0), sigmoid fitting was performed to convert its
output into range of (0, 1).

As for the image classifier, we used the same features
as in [3], including color moments, color heterogeneity,
color conspicuousness, and self-similarity. In addition
to these features, we extracted some metadata from
images such as dimension, file type, etc. because it has
been seen that such metadata were useful in some cases.
As a result, we obtained 74-dimension feature vectors.
The same class-discriminant functions as in [3] (i.e.
linear discriminant functions) were used. We did not
use multi-class characterization in the current
framework since it was almost unrealistic for the users
to know which sub-class an image belonged to in
contrast to giving a feedback only on whether the image
was spam or legitimate. Parameter optimization was
solved with a generalized probabilistic decent (GPD)
algorithm [3]. To deal with multiple images, we used
the simulated probability described in Section 3 to
compute the overall probability.

In the following, the effectiveness of incremental
learning against batch learning is given first. Then,
comparisons of incremental learning among different
informative sets are presented to decide an optimal
criterion for constructing an informative set. Finally,
the performances of the proposed framework are
compared with those of text-based spam filters.

5.1  Effectiveness of incremental learning

To see the effectiveness of incremental learning in
image-based spam filtering, we first implemented initial
discriminative image spam filter trained with the mixed
data set used in [3] and [7]. The spam image class in
this data set consisted of spam images from the
SpamArchive corpus and spam images obtained from a
personal inbox. As for the legitimate image class, it
consisted of images from a personal inbox and some
regular images from the Corel dataset and Google
Image Search. While collecting this data set, duplicated
or nearly-duplicated images were eliminated, which
created the final data set with 1814 spam images and
1939 legitimate images.

Here it is expected to see larger mismatches between
the training set used in a batch-mode with the TREC
2007 corpus than the TREC 2005 corpus because for
the spam class, most of the training samples were
collected quite a long time ago and for the legitimate
class, many images were not actually extracted from
real emails. This tendency is reflected in the results
shown in Table 1. In Table 1 we compare the
performance of spam image classification of the
classifiers trained with this data set with classifiers



trained incrementally. In the Al and A2 experiments,
the TREC 2005 spam corpus was used while in the B1
and B2, we used the TREC 2007 dataset. Moreover, Al
and B1 are the results obtained with classifiers trained
with batch learning, while A2 and B2 are results
obtained from classifiers trained with incremental
learning.

Table 1. Comparison of incremental and batch learning

False False

Negative (%)  Positive (%)
Al (batch/2005) 5.18 25.55
A2 (increm/2005) 2.23 29.56
B1 (batch/2007) 2.94 60.70
B2 (increm/2007) 1.73 19.89

For the TREC 2007 corpus, both false positive errors
(misclassifying legitimate images as spam images) and
false negative errors (misclassifying spam images as
legitimate images) were reduced significantly as
compared to batch learning. Although false positive
errors were slightly increased in the TREC 2005 spam
corpus, false negative errors were experiencing more
dramatic improvement in terms of the relative error
reduction rate. This result shows that incremental
learning for image spam filtering effectively increases
the spam filter’s performances by reducing mismatches
between the training and test condition.

5.2  Comparison among different informative sets

To design an optimal criterion for constructing an
informative adaptation set | is an important issue for
our proposed incremental learning framework, since it
is desired to have good performance while maintaining
speed on re-training. Following the algorithm illustrated
in Figure 2, the thresholds for the informative set | are
changed to determine the number of training samples
needed. The computational complexity of the proposed
incremental learning algorithm is heavily dependent
upon the number of iterations, the number of training
samples used and the number of classes. The number of
iterations and the number of classes are fixed here, but
the number of training samples is controllable through
different informative sets. The question is when the
most efficient informative sets are achieved. To address
this issue, in Figure 3, we plot the average detection
rate against the thresholds used for 1.

From Figure 3, it can be seen that the TREC 2005 spam
corpus is less sensitive to the variation of the threshold
values than the TREC 2007 spam corpus. For the first
few pairs of threshold values, the behaviors are
somewhat erratic, particularly for the TREC 2007 spam
corpus. However, both TREC corpora showed a
tendency that the average detection error rates remained
comparative to the case where we use the full set of
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Figure 3. Average detection error rate versus threshold
used. Y-axis represents the average detection error
rates and X-axis represents the threshold values. The
first number is the threshold value for spam (S) and
the second one is the threshold value for legitimate
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training samples once the threshold values passed some
values. Besides, if we consider the number of training
samples needed to achieve good performance, it was
shown to reduce dramatically. For example, for the
TREC 2005 spam corpus, applying a pair of (0.75,
0.25) threshold values increased the average detection
error rate only from 15.9% to 18.6%, while reducing
the number of training samples included in the set I by
one-tenth. Similarly, the same threshold pair provided a
large reduction of training samples (by one-tenth of the
total training samples) for the TREC 2007 spam corpus
but with an increase of detection error rate (from 10.8%
to 15.8%). To further obtain the results for the rest of
the experiments, therefore, we applied this set of
thresholds.

5.3  Comparison with the text-only results

Finally, we compare the proposed framework with the
system that uses only text-based anti-spam filters. The
two text-based anti-spam filters, Bogofilter and OSBF,
were used to create text-only results as well as
integrated results resulting three different systems
(System 1, 11, 111), which were using Bogofilter, OSBF
with a decision threshold 0.5, and OSBF with a
decision threshold 0.99, respectively. For integrated
systems, We set the parameters as follows: the
parameter #x that controls the weighting factor of
multiple images was set to 4, and the initial hyper-
parameters of beta distribution, «, and S, were set to
1 and 2. The operating points we set to use were listed
in Table 2.

In Table 3, the compared results are given for text spam
filters and the proposed framework. Here, false
negative (misclassification of spam emails) and false
positive (misclassification of legitimate emails) errors
are computed over all emails in the corpora and listed
for different configurations. To emphasize the



effectiveness of the proposed framework, the numbers
of text-and-image emails that were misclassified are
also presented in parentheses. In our corpora, there
were no image-only emails.

Table 2. The operating points for three different setups

Text Image  Integrated
Bogofilter (1) 0.8 0.5 0.75
OSBF (I1) 0.5 0.5 0.52
OSBF (I11) 0.99 0.5 0.52

As seen in Table 3, Bogofilter alone produced 6.463%
and 8.212% of false negative errors on the TREC 2005
and TREC 2007 spam corpora, respectively. Out of
1197 text-and-image spam emails in the TREC 2005
corpus, it misclassified 67 text-and-image spam emails.
On the other hand, there was no misclassification made
for legitimate text-and-image emails (i.e. false positive
errors) in both TREC 2005 and 2007 spam corpora
using a Bogofilter only.

The performance improvement for the case of
Bogofilter is rather promising. Combining Bogofilter
and the image spam filter (System 1), the proposed
framework was able to reduce false negative errors
from 6.463% to 6.424% while confining false positive
errors at the same level. In fact, all text-and-image
emails in the TREC 2005 spam corpus were now
correctly classified. Similarly, it decreased false
negative errors from 8.212% to 7.152% for the TREC
2007 spam corpus. Now the number of misclassified
text-and-image emails was cut in half.

With a decision threshold at 0.5 (System 1l), OSBF
performed extremely well for TREC 2005 and TREC
2007 corpus in that OSBF did not misclassify any text-
and-image spam emails in both corpora. However, even
in this case, the proposed system with OSBF
demonstrates comparable performances, as seen in
Table 3 because the proposed system makes a use of
Bayesian framework, which considers performances of
each of the filters. To further see the effectiveness of
the proposed system, we considered a case where the

decision threshold was now set to 0.99 for OSBF
(System 111). In this case, OSBF misclassified 7 text-
and-image emails for the TREC 2005 corpus and 17
such emails for the TREC 2007 corpus, respectively. As
seen in Table 3, the proposed system effectively
enhanced the performances of OSBF as now only one
misclassification error and 13 misclassification errors
are observed for the TREC 2005 and TREC 2007
corpus, respectively.

6 Conclusion and Future Work

In this paper, we present an anti-spam filter
combination framework for text-and-image emails that
combines a text-based anti-spam filter with an image-
based filter. Based on a previously proposed
discriminative learning technique for image spam, we
developed an image-based anti-spam filter, which its
parameters were learned incrementally, so that the issue
with lacking proper training data for legitimate images
can be addressed. The experimental results on the
TREC 2005 and 2007 spam corpora show that our
proposed incremental learning approach performed well
and effectively reduced mismatches between training
and test data.

More importantly, our proposed framework is proven to
improve anti-spam filtering performance especially for
text-and-image emails. The number of text-and-image
spam emails that were misclassified in the TREC 2005
and 2007 spam corpora were reduced significantly for
both. For both Bogofilter and OSBF, no text-and-image
spam emails were misclassified from the TREC 2005
spam corpus using the proposed framework. For the
TREC 2007 spam corpus, the proposed framework also
showed performance improvements. This is very
encouraging in that we show the integration of image-
based anti-spam filters with text-based filters enhances
spam filtering in realistic situations.

Our proposed framework can also be used in various
fields such as web-spam or blog-spam filtering, where
images and texts are mixed together. The fact that we
adopt an incremental learning approach makes our
technique more attractive since there is no need to
collect a large amount of training samples. We intend to
apply our technique to those relatively unexplored areas

Table 3. Comparisons of the proposed framework with text-only spam filters. False negative(FN) and false positive
(FP) were computed over all emails. The numbers of misclassified text-and-image emails are shown in parentheses.

Bogofilter (1) OSBF (I1) OSBF (I11)
Text only Text + Text only Text + Text only Text +
Image Image Image
TREC2005 FN(%) 6.463(67) 6.424(0) 0.502(0) 0.506(2) 4.644(7) 4.635(0)
FP(%) 0.028(0) 0.028(0) 0.424(2) 0.424(2) 0.051(0) 0.053(1)
TREC2007 FN(%) 8.212(1128) 7.152(594)  0.098(0) 0.098(0) 0.721(13) 0.699(2)
FP(%) 0.024(0) 0.024(0) 0.420(7) 0.436(11) 0.222(4) 0.237(11)



in the future. We will also refine techniques used in
each component to achieve a better performance.
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