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ABSTRACT aging these vulnerabilities, an attacker can submit SQL commands

SQL injection attacks pose a serious security threat to Web appli- directly to the database. These attacks are a serious threat to any
Web application that receives input from users and incorporates it

cations: they allow attackers to obtain unrestricted access to the. ) derlving datab b licati
databases underlying the applications and to the potentially sensi-Nt0 SQL queries to an underlying database. Most Web applications

tive information these databases contain. Although researchers andJsed onthe Intermet or within enterprlge_sys_tems work this way and
practitioners have proposed various methods to address the sQLc0uld therefore be vulnerable to SQL injection. . .
injection problem, current approaches either fail to address the full The cause of SQL Injection vulne_rabl_lltles IS rela_tlvely simple
scope of the problem or have limitations that prevent their use and and Welllunderstood: insufficient validation of user input. To ad'-
adoption. Many researchers and practitioners are familiar with only d“?ss _th's problem, developers have prqposed_a range of coding
a subset of the wide range of techniques available to attackers Whogwdellne_s (e.g., [1.8]) that promqte Qefenswg coding practices, su .
are trying to take advantage of SQL injection vulnerabilities. As S €ncoding user input and validation. A rigorous and systematic
a consequence, many solutions proposed in the literature addres?ppl'cat'c_m_ of t_hese technlql_,lgs IS an effectl\_/e solutl_on for preve_nt-
only some of the issues related to SQL injection. To address this |ng.SQL Injection vqlnerapllltles. However, in practice, the appli-
problem, we present an extensive review of the different types of cation of such t_ephnlques is human-based and_, thus, prone to errors.
SQL injection attacks known to date. For each type of attack, we .Furt.hermore, f'X.".‘Q legacy code-bases that mlght cont‘am SQL in-
provide descriptions and examples of how attacks of that type could jection vulnerabilities can be an extremely labor-intensive ta;k.

be performed. We also present and analyze existing detection and Although recently there has been a great deal of attention to

prevention techniques against SQL injection attacks. For each tech-INe prfo?lem of SQL i?]je?til?n vulner?brillities, rr|1any pLoposed solu-
nique, we discuss its strengths and weaknesses in addressing thdons fail to address the full scope of the problem. There are many
entire range of SQL injection attacks. types of SQLIAs and countless variations on these basic types. Re-

searchers and practitioners are often unaware of the myriad of dif-
ferent techniques that can be used to perform SQLIAs. Therefore,
1. INTRODUCTION most of the solutions proposed detect or prevent only a subset of
SQL injection vulnerabilities have been described as one of the the possible SQLIAs. To address this problem, we present a com-
most serious threats for Web applications [3, 11]. Web applica- Prehensive survey of SQL injection attacks known to date. To com-
tions that are vulnerable to SQL injection may allow an attacker to Pile the survey, we used information gathered from various sources,
gain complete access to their underlying databases. Because thesetCh as papers, Web sites, mailing lists, and experts in the area. For
databases often contain sensitive consumer or user information, the2ach attack type considered, we give a characterization of the at-
resulting security violations can include identity theft, loss of con- tack, illustrate its effect, and provide examples of how that type of
fidential information, and fraud. In some cases, attackers can evenattack could be performed. This set of attack types is then used
use an SQL injection vulnerability to take control of and corrupt the t0 evaluate state of the art detection and prevention techniques and
system that hosts the Web application. Web applications that arecompare their strengths and weaknesses. The results of this com-
vulnerable to SQL Injection Attacks (SQLIAs) are widespread—a Parison show the effectiveness of these techniques. _
study by Gartner Group on over 300 Internet Web sites has shown The rest of_thls paper is organized as follows: Section 2 provides
that most of them could be vulnerable to SQLIAs. In fact, SQLIAs background information on SQLIAs and related concepts. Sec-
have successfully targeted high-profile victims such as Travelocity, tion 4 defines and presents the different attack types. Sections 5
FTD.com, and Guess Inc. and 6 review and evaluate current techniques against SQLIAs. Fi-
SQL injection refers to a class of code-injection attacks in which Nally, we provide summary and conclusions in Section 7.
data provided by the user is included in an SQL query in such a

way that part of the user’s input is treated as SQL code. By lever- 2. BACKGROUND ON SQLIAS

Intuitively, anSQL Injection Attack (SQLIAJccurs when an at-
tacker changes the intended effect of an SQL query by inserting

Permission to make digital or hard copies of all or part of thirkafor new SQL keywords or operators into the query. This informal defi-
personal or classroom use is granted without fee providatiabpies are nition is intended to include all of the variants of SQLIAs reported
not made or distributed for profit or commercial advantage aatidbpies i literature and presented in this paper. Interested readers can refer

bear this notice and the full citation on the first page. Toyootherwise, to to [35] for a more formal definition of SQLIAs. In the rest of this

republish, to post on servers or to redistribute to listguees prior specific . . . S
permission and/or a fee. section, we define two important characteristics of SQLIAs that we

Copyright 2006 IEEE. use for describing attacks: injection mechanism and attack intent.



2.1 Injection Mechanisms ignored by the database. Therefore, the result of this query is that
Malicious SQL statements can be introduced into a vulnerable the database changes the password of the administrator (“admin”)

application using many different input mechanisms. In this section, {0 an attacker-specified value. o

we explain the most common mechanisms. Second-order injections can be especially difficult to detect and
Injection through user inputin this case, attackers inject SQL ~ Prevent because the point of injection is different from the point

commands by providing suitably crafted user input. A Web appli- Where the attack actually manifests itself. A developer may prop-

cation can read user input in several ways based on the environmengrly €scape, type-check, and filter input that comes from the user

in which the application is deployed. In most SQLIAs that target and assume it is safe. Later on, when that data is used in a dif-

Web applications, user input typically comes from form submis- ferent context, or to build a different type of query, the previously

sions that are sent to the Web application via HTGET or POST sanitized input may result in an injection attack.

requests [14]. Web applications are generally able to access the2_2 Attack Intent

user input contained in these requests as they would access any ) )
other variable in the environment. Attacks can also be characterized based on the goahtemt,

Injection through cookiesCookies are files that contain state  Of the attacker. Therefore, each of the attack type definitions that
information generated by Web applications and stored on the client W€ prowdg n S_ectlo_n 4 m(_:ludes a list of one or more of the attack
machine. When a client returns to a Web application, cookies can intents defined in this section.
be used to restore the client's state information. Since the client !dentifying injectable parameterd’he attacker wants to probe a
has control over the storage of the cookie, a malicious client could Yeb application to discover which parameters and user-input fields
tamper with the cookie’s contents. If a Web application uses the are vulnerable to SQLIA. o _
cookie’s contents to build SQL queries, an attacker could easily ~Performing database finger-printinghe attacker wants to dis-
submit an attack by embedding it in the cookie [8]. cover the type and version of database that a Web application is

Injection through server variablesServer variables are a col-  Using. Certain types of databases respond differently to different
lection of variables that contain HTTP, network headers, and envi- queries and attacks, and this information can be used to *finger-
ronmental variables. Web applications use these server variables irPfint” the database. Knowing the type and version of the database
a variety of ways, such as logging usage statistics and identifying Used by a Web application allows an attacker to craft database-
browsing trends. If these variables are logged to a database withoutSPecific attacks.
sanitization, this could create an SQL injection vulnerability [30]. ~ Determining database schemdo correctly extract data from
Because attackers can forge the values that are placed in HTTP and database, the attacker often needs to know database schema in-
network headers, they can exploit this vulnerability by placing an formation, such as table names, column names, and column data
SQLIA directly into the headers. When the query to log the server YPes. Attacks with this intent are created to collect or infer this
variable is issued to the database, the attack in the forged header i&ind of mf_ormatlon. )
then triggered. _Extractlng data: These types of attacks employ te_chnlques that

Second-order injectiarin second-order injections, attackers seed Will extract data values from the database. Depending on the type
malicious inputs into a system or database to indirectly trigger an Of the Web application, this information could be sensitive and
SQLIA when that input is used at a later time. The objective of highly desirable to the attacker. Attacks with this intent are the
this kind of attack differs significantly from a regular (i.e., first- MOstcommon type of SQLIA. _
order) injection attack. Second-order injections are not trying to _Adding or modifying dataThe goal of these attacks is to add or
cause the attack to occur when the malicious input initially reaches change information in a database.
the database. Instead, attackers rely on knowledge of where the Performing denial of serviceThese attacks are performed to
input will be subsequently used and craft their attack so that it oc- Shut down the database of a Web application, thus denying service
curs during that usage. To clarify, we present a classic example t0 other users. Attacks involving locking or dropping database ta-
of a second order injection attack (taken from [1]). In the exam- bles also fall under this category. .
ple, a user registers on a website using a seeded user name, such Evading detectionThis category refers to certain attack tech-
as‘adnin’ -- ”. The application properly escapes the single Niques _that are employed to avoid auditing and detection by system
quote in the input before storing it in the database, preventing its Protection mechanisms. )
potentially malicious effect. At this point, the user modifies his or ~ BYpassing authenticationThe goal of these types of attacks is
her password, an operation that typically involves (1) checking that t© allow the attacker to bypass database and application authenti-
the user knows the current password and (2) changing the pass<cation mechanisms. Bypassing sugh_ mechanlsm_s could_ allow the
word if the check is successful. To do this, the Web application attacker to assume the rights and privileges associated with another

might construct an SQL command as follows: application user.
Executing remote commands$hese types of attacks attempt to

execute arbitrary commands on the database. These commands can
be stored procedures or functions available to database users.
Performing privilege escalationThese attacks take advantage
newPasswor d andol dPasswor d are the new and old pass- of implementation errors or logical flaws in the database in order to
words, respectively, andser Nane is the name of the user cur-  escalate the privileges of the attacker. As opposed to bypassing au-

queryString="UPDATE users SET password="" + newPassword +
' WHERE user Nane="" + userNanme + "' AND password="" +
ol dPassword + "' "

rently logged-in (i.e.; * adm n’ - -* " ). Therefore, the query string  thentication attacks, these attacks focus on exploiting the database
that is sent to the database is (assume teatPasswor d and user privileges.

ol dPas-swor d are “newpwd” and“oldpwd”):

UPDATE users SET passwor d=" newpwd’ 3 EXAMPLE APPLICATION

WHERE user Name= " adnin’--' AND password=" ol dpwd’ Before discussing the various attack types, we introduce an ex-
Because *- ” is the SQL comment operator, everything after itis ample application that contains an SQL injection vulnerability. We

use this example in the next section to provide attack examples.



;' IS:)rg: ﬂg:' gg't Dar gﬁéf:ﬂdl og: 2.’.) query able parameters, but also the coding constructs that evaluate the
3. password = get Paranet er (" pass*); query results. Typically, the attack is successful when the code ei-
3. pin = getParaneter("pin"); ( ) ther displays all of the returned records or performs some action if
4. Connection conn. createConnection("M/Dat aBase"); H
5. query = "SELECT accounts FROM users WHERE | ogi n="" + at least one re_cord is returned. s _
6. login + "' AND pass='" + password + Examplelnlthlls example attgck, an attapker submits or.l—l.--
7. "’ AND pin=" + pin; " for the login input field (the input submitted for the other fields is
8. ResultSet result = conn.executeQuery(query); i i i
o if (result!=NULL) irrelevant). The resulting query is:

10. | di spl ayAccount s(result); SELECT accounts FROM users WHERE

11. el se P — —1 -

12. di spl ayAut hFai | ed(): login="" or 1=1 -- AND pass="'" AND pin=

The code injected in the conditiondR 1=1) transforms the en-
Figure 1: Excerpt of servlet implementation. tire WHERE clause into a tautology. The database uses the condi-

tional as the basis for evaluating each row and deciding which ones
Note that the example refers to a fairly simple vulnerability that to return to the application. Because the conditional is a tautology,
could be prevented using a straightforward coding fix. We use this the query evaluates to true for each row in the table and returns
example simply for illustrative purposes because it is easy to un- all of them. In our example, the returned set evaluates to a non-
derstand and general enough to illustrate many different types of null value, which causes the application to conclude that the user
attacks. authentication was successful. Therefore, the application would

The code excerpt in Figure 1 implements the login functionality invoke methoddi spl ayAccount s() and show all of the ac-

for an application. It is based on similar implementations of login counts in the set returned by the database.
functionality that we have found in existing Web-based applica- Referenced1, 28, 21, 18]
tions. The code in the example uses the input parametags n,

pass, andpi n to dynamically build an SQL query and submit it IIIegaI/LogicaIIy Incorrect Queries
to a database.

For example, if a user submits login, password, and pinlag* ” Attack Intent Identifying injectable parameters, performing database
“secret,” and “123, " the application dynamically builds and ~ finger-printing, extracting data.
submits the query: Description This attack lets an attacker gather important informa-

tion about the type and structure of the back-end database of a Web
application. The attack is considered a preliminary, information-
gathering step for other attacks. The vulnerability leveraged by this

If the login, password, and pin match the corresponding entry in attack is that the default error page returned by application servers
the databasejoe’s account information is returned and then dis- is often overly descriptive. In fact, the simple fact that an error
played by functiordi spl ayAccount s() . If there is no match messages is generated can often reveal vulnerable/injectable pa-
in the database, functiomi spl ayAut hFai | ed() displays an rameters to an attacker. Additional error information, originally in-

SELECT accounts FROM users WHERE
| ogi n="doe’ AND pass='secret’ AND pi n=123

appropriate error message. tended to help programmers debug their applications, further helps
attackers gain information about the schema of the back-end database.
4. SQLlA TYPES When performing this attack, an attacker tries to inject statements

that cause a syntax, type conversion, or logical error into the database
Syntax errors can be used to identify injectable parameters. Type
errors can be used to deduce the data types of certain columns or to

tive Ttamg one olr modreattai:k fln;entsadgescrlglt.lont(.)f the a'ét?/(\:/k,b extract data. Logical errors often reveal the names of the tables and
an attackexample and a set ofeferencego publications and We columns that caused the error.

zlt::'s_lthat discuss the attack technique and its variations in greaterEXample This example attack’s goal is to cause a type conversion
eT?: : i " ¢ attack I t perf dini error that can reveal relevant data. To do this, the attacker injects
€ difrerent types ot attacks are generally not performed in 1S0- y,q following text into input fieldpin: “convert(int,(select top 1

lation; many of them are used together or sequentially, depending : — oy ; .
i name from sysobjects where xtype="u’))". The resulting query is:
on the specific goals of the attacker. Note also that there are count- ysob) yp ) g query

less variations of each attack type. For space reasons, we do nofELECT accounts FROM users WHERE | ogi n="" AND
present all of the possible attack variations but instead present apass="" AND pin= convert (int,(select top 1 name from
single representative example. sysobj ects where xtype='u'))

. In the attack string, the injected select query attempts to extract the
Tautologies first user tablext ype='u’ ) from the database’s metadata table
Attack Intent Bypassing authentication, identifying injectable pa- (assume the application is using Microsoft SQL Server, for which
rameters, extracting data. the metadata table is calleaysobj ect s). The query then tries
Description The general goal of a tautology-based attack is to in- to convert this table name into an integer. Because this is not a le-
ject code in one or more conditional statements so that they alwaysgal type conversion, the database throws an error. For Microsoft
evaluate to true. The consequences of this attack depend on how th&QL Server, the error would b&Microsoft OLE DB Provider for
results of the query are used within the application. The most com- SQL Server (0x80040EQ7) Error converting nvarchar value 'Cred
mon usages are to bypass authentication pages and extract data. IitCards’ to a column of data type int”

this type of injection, an attacker exploits an injectable field that is There are two useful pieces of information in this message that aid
used in a queryHERE conditional. Transforming the conditional  an attacker. First, the attacker can see that the database is an SQL
into a tautology causes all of the rows in the database table targetedServer database, as the error message explicitly states this fact. Sec-
by the query to be returned. In general, for a tautology-based attackond, the error message reveals the value of the string that caused the
to work, an attacker must consider not only the injectable/vulner- type conversion to occur. In this case, this value is also the name of

In this section, we present and discuss the different kinds of
SQLIAs known to date. For each attack type, we provide a descrip-



the first user-defined table in the database: “CreditCards.” A simi- query delimiter (; ") and execute the injected second query. The
lar strategy can be used to systematically extract the name and typeesult of executing the second query would be to drop tabkr s,

of each column in the database. Using this information about the which would likely destroy valuable information. Other types of
schema of the database, an attacker can then create further attackgueries could insert new users into the database or execute stored

that target specific pieces of information. procedures. Note that many databases do not require a spectal char
Referenceql, 22, 28] acter to separate distinct queries, so simply scanning for a query

. separator is not an effective way to prevent this type of attack.
Union Query Referenceq1, 28, 18]

Attack Intent Bypassing Authentication, extracting data.
Description In union-query attacks, an attacker exploits a vulner- Stored Procedures

able parameter to change the data set returned for a given queryAttack Intent Performing privilege escalation, performing denial
With this technique, an attacker can trick the application into re- of service, executing remote commands.

turning data from a table different from the one that was intended Description SQLIAs of this type try to execute stored procedures
by the developer. Attackers do this by injecting a statement of presentinthe database. Today, most database vendors ship databas
the form: UNI ON SELECT <rest of injected query>. with a standard set of stored procedures that extend the function-
Because the attackers completely control the second/injected queryality of the database and allow for interaction with the operating
they can use that query to retrieve information from a specified ta- system. Therefore, once an attacker determines which backend-
ble. The result of this attack is that the database returns a datasetlatabase is in use, SQLIAs can be crafted to execute stored proce-
that is the union of the results of the original first query and the dures provided by that specific database, including procedures that
results of the injected second query. interact with the operating system.

Example Referring to the running example, an attacker could in- It is @ common misconception that using stored procedures to
ject the text “ UNION SELECT cardNo from CreditCards where write Web applications renders them invulnerable to SQLIAs. De-
acctNo=10032 - -" into the login field, which produces the follow- velopers are often surprised to find that their stored procedures can
ing query: be just as vulnerable to attacks as their normal applications [18, 24].
Additionally, because stored procedures are often written in special
scripting languages, they can contain other types of vulnerabilities,
such as buffer overflows, that allow attackers to run arbitrary code

on the server or escalate their privileges [9].
Assuming that there is no login equal to *”, the original first query
returns the null set, whereas the second query returns data from the-rReaATE PROCEDURE DBO. i sAut hent i cat ed
“CreditCards” table. In this case, the database would return column @ser Nane varchar2, @ass varchar2, @in int
“cardNo” for account “10032." The database takes the results of A°

X . S EXEC(" SELECT accounts FROM users
these two queries, unions them, and returns them to the application.  \WHERE | ogi n="" +@ser Name+ "' and pass='" +@asswor d+

SELECT accounts FROM users WHERE | ogi n="" UNI ON
SELECT cardNo from CreditCards where
acct No=10032 -- AND pass="' AND pi n=

In many applications, the effect of this operation is that the value "' and pin=" +@in);

for “cardNo” is displayed along with the account information.

Referenceqd1, 28, 21] Figure 2: Stored procedure for checking credentials.
Piggy-Backed Queries Example This example demonstrates how a parameterized stored

procedure can be exploited via an SQLIA. In the example, we as-
Attack Intent Extracting data, adding or modifying data, perform-  sume that the query string constructed at lines 5, 6 and 7 of our
ing denial of service, executing remote commands. example has been replaced by a call to the stored procedure de-
Description In this attack type, an attacker tries to inject additional  fined in Figure 2. The stored procedure returns a trueffalse value to
queries into the original query. We distinguish this type from others indicate whether the user’s credentials authenticated correctly. To
because, in this case, attackers are not trying to modify the original |gynch an SQLIA, the attacker simply injects “* ; SHUTDOWN; -
intended query; instead, they are trying to include new and distinct _» into either theuser Nane or passwor d fields. This injection

queries that “piggy-back” on the original query. As a result, the causes the stored procedure to generate the following query:
database receives multiple SQL queries. The first is the intended

query which is executed as normal; the subsequent ones are the’--ECT accounts FROM users VHERE _

injected queries, which are executed in addition to the first. This ' 091 "= doe’ AND pass=" ", SHUTDOM. -- AND pin=

type of attack can be extremely harmful. If successful, attackers At this point, this attack works like a piggy-back attack. The first
can insert virtually any type of SQL command, including stored query is executed normally, and then the second, malicious query
procedures, into the additional queries and have them executed is executed, which results in a database shut down. This example
along with the original query. Vulnerability to this type of attack shows that stored procedures can be vulnerable to the same range
is often dependent on having a database configuration that allowsof attacks as traditional application code.

multiple statements to be contained in a single string. Referenceq1, 4, 9, 10, 24, 28, 21, 18]

Example If the attacker inputs *’; drop table users - -” into thass

field, the application generates the query: Inference

SELECT accounts FROM users WHERE | ogi n=" doe’ AND Attack Intent Identifying injectable parameters, extracting data,
pass=''; drop table users -- ' AND pin=123 determining database schema.

Description In this attack, the query is modified to recast it in the
form of an action that is executed based on the answer to a true/-
'Stored procedures are routines stored in the database and run byalSe question about data values in the database. In this type of in-

the database engine. These procedures can be either user-defind@ction, attackers are generally trying to attack a site that has been
procedures or procedures provided by the database by default. =~ secured enough so that, when an injection has succeeded, there is

After completing the first query, the database would recognize the




no usable feedback via database error messages. Since databadéis produces the following query:
error messages are unavallgble to provide the attggker with feed-oo cor Lccounts FROM users WHERE l ogi n='1 egal User’ and
back, attackers must use a different method of obtaining a response, .
L . .. ASCI | (SUBSTRI NG( (sel ect top 1 name from sysobjects),1,1))

from the database. In this situation, the attacker injects commands_ o \\\ 1ecr 5 ©AND . o
. . . -- pass="" AND pi n=0
into the site and then observes how the function/response of the ) o ]
website changes. By carefully noting when the site behaves the In this attack theSUBSTRI NG function is used to extract the first
same and when its behavior changes, the attacker can deduce ndiharacter of the first table’s name. Using a binary search strategy,
only whether certain parameters are vulnerable, but also additionalthe attacker can then ask a series of questions about this character.
information about the values in the database. There are two well- IN this case, the attacker is asking if the ASCII value of the char-
known attack techniques that are based on inference. They allow@cter is greater-than or less-than-or-equal-to the value tfthe
an attacker to extract data from a database and detect vulnerabl¢/alue is greater, the attacker knows this by observing an additional
parameters. Researchers have reported that with these technique2 Second delay in the response of the database. The attacker can
they have been able to achieve a data extraction rate of 1B/s [2]. then use a binary search by varying the valu&db identify the

Blind Injection In this technique, the information must be in-  value of the first character.
ferred from the behavior of the page by asking the server true/- Referenceq34, 2]
false questions. If the injected statement evaluates to true, the site
continues to function norrr_lal_ly. If the statement evaluates _to fals_e, Alternate Encodings
although there is no descriptive error message, the page differs sig- ] )
nificantly from the normally-functioning page. Attack Intent Evading detection. _ B

Timing AttacksA timing attack allows an attacker to gain infor- ~ Description In this attack, the injected text is modified so as to
mation from a database by observing timing delays in the response@veid detection by defensive coding practices and also many au-
of the database. This attack is very similar to blind injection, but tomated prevention techniques. This attack type is used in con-
uses a different method of inference. To perform a timing attack, at- junction with other attacks. In other words, alternate encodings do
tackers structure their injected query in the form of an if/then state- NOt provide any unique way to attack an application; they are sim-
ment, whose branch predicate corresponds to an unknown abouPly an enabling technique that allows attackers to evade detection
the contents of the database. Along one of the branches, the at-and prevention techniques and exploit vulnerabilities that might not
tacker uses a SQL construct that takes a known amount of time tootherwise be exploitable. These evasion techniques are often nec-
execute, (e.g. théAl TFORkeyword, which causes the databaseto €SSary because a common defensive coding practice is to scan for
delay its response by a specified time). By measuring the increasecertain known “bad characters,” such as single quotes and comment
or decrease in response time of the database, the attacker can infépPerators.
which branch was taken in his injection and therefore the answer to 10 evade this defense, attackers have employed alternate meth-
the injected question. ods of encoding their attack strings (e.g., using hexadecimal, ASCII,
Example Using the code from our running example, we illustrate and U.nlcode character encoding). Commpn scanning anq detection
two ways in which Inference based attacks can be used. The firstt€chniques do not try to evaluate all specially encoded strings, thus
of these is identifying injectable parameters using blind injection. allowing these attacks to go undetected. Contributing to the prob-

Consider two possible injections into tlugin field. The firstbeing ~ 6m is that different layers in an application have different ways of
“legalUser’ and 1=0 - -” and the second, “legalUser and 1=1 - -», handling alternate encodings. The application may scan for cer-
These injections result in the following two queries: tain types of escape characters that represent alternate encodings
in its language domain. Another layer (e.g., the database) may
SELECT accounts FROM users WHERE | ogi n="1 egal User’ use different escape characters or even completely different ways
and 1=0 -- ' AND pass='" AND pin=0 of encoding. For example, a database could use the expression
SELECT accounts FROM users WHERE | ogi n="| egal User’ char (120) to represent an alternately-encoded charactér “
and 1=1 -- ' AND pass="' AND pi n=0 but char (120) has no special meaning in the application lan-

Now, let us consider two scenarios. In the first scenario, we have 3429€S contex_t._An effe_cnve code-_based o_lefense against Me_rna
a secure application, and the input fogin is validated correctly. encodings is dlﬁlcu]t to implement in prapt|ce becayse It requires
In this case, both injections would return login error messages, and develope(s to con3|der_ of all ‘.Jf the possible encodln_gs that COUl.d
the attacker would know that tHegin parameter is not vulnera- affect a given query string as it passes through the different appli-

ble. In the second scenario, we have an insecure application andcatlon layers. Therefore, attackers have been very successful in

thelogin parameter is vulnerable to injection. The attacker submits tésmg allteglate e”COd'ngsttO Confcezl thkelr at}gcklj strings. o
the first injection and, because it always evaluates to false, the ap- xample because every type ol attack could be represented us-

plication returns a login error message. At this point however, the ing an alternate en_coding, here we simply provide an example (see
attacker does not know if this is because the application validated [18]).°f how esoteric an ""."ema“"?'y??”“’de‘? attack C.OU|.d ""Ppea“
the input correctly and blocked the attack attempt or because the,lin this atta’t_ck, the following text is |njected"|nto thlegin .f'eld'
attack itself caused the login error. The attacker then submits the legalUser, exec(0x73687574§46f776e) --". The resulting guer
second query, which always evaluates to true. If in this case there isgenerated by the application is:
no login error message, then the attacker knows that the attack wentSELECT accounts FROM users WHERE | ogi n="1 egal User’;
through and that thiegin parameter is vulnerable to injection. exec(char (0x73687574646f 776e)) -- AND pass="' AND pin=

The second way inference based attacks can be used is to perqhig example makes use of tiodar () function and of ASCII
form data extraction. Here we illustrate how to use a Timing based payadecimal encoding. Thenar () function takes as a parameter
inference attack to extract a table name from the database. In thisg, integer or hexadecimal encoding of a character and returns an
attack, the following is injected into tHegin parameter: instance of that character. The stream of numbers in the second part
"'legal User’ and ASCII(SUBSTRING((sel ect top 1 name from of the injection is the ASCII hexadecimal encoding of the string
sysobjects),1,1)) > X WITFCR 5 --"". “SHUTDOWN." Therefore, when the query is interpreted by the



database, it would result in the execution, by the database, of the Moreover, approaches based on defensive coding are weakened
SHUTDOWN command. by the widespread promotion and acceptance of so-called “pseudo-
Referenceqd1, 18] remedies” [18]. We discuss two of the most commonly-proposed
pseudo-remedies. The first of such remedies consists of checking
user input for SQL keywords, such as “FROM,” “WHERE,” and
5. PREVENTION OF SQLIAS “SELECT,” and SQL operators, such as the single quote or com-
Researchers have proposed a wide range of techniques to addressient operator. The rationale behind this suggestion is that the pres-
the problem of SQL injection. These techniques range from devel- ence of such keywords and operators may indicate an attempted
opment best practices to fully automated frameworks for detecting SQLIA. This approach clearly results in a high rate of false posi-
and preventing SQLIAs. In this section, we review these proposed tives because, in many applications, SQL keywords can be part of a
techniques and summarize the advantages and disadvantages asspermal text entry, and SQL operators can be used to express formu-

ciated with each technique. las or even names (e.g., O’'Brian). The second commonly suggested
. . . pseudo-remedy is to use stored procedures or prepared statements
5.1 Defensive Coding Practices to prevent SQLIAs. Unfortunately, stored procedures and prelpare

The root cause of SQL injection vulnerabilities is insufficient statements can also be vulnerable to SQLIAs unless developers rig-
input validation. Therefore, the straightforward solution for elim- orously apply defensive coding guidelines. Interested readers may
inating these vulnerabilities is to apply suitable defensive coding refer to [1, 25, 28, 29] for examples of how these pseudo-remedies
practices. Here, we summarize some of the best practices proposegan be subverted.
in the literature for preventing SQL injection vulnerabilities. . . .

Input type checking SQLIAs can be performed by injecting 5.2 Detection and Prevention Technlques
commands into either a string or numeric parameter. Even a sim- Researchers have proposed a range of techniques to assist devel-
ple check of such inputs can prevent many attacks. For example,opers and compensate for the shortcomings in the application of
in the case of numeric inputs, the developer can simply reject any defensive coding.
input that contains characters other than digits. Many developers
omit this kind of check by accident because user input is almost Black Box TestingHuang and colleagues [19] propose WAVES,
always represented in the form of a string, regardless of its contenta black-box technique for testing Web applications for SQL injec-
or intended use. tion vulnerabilities. The technique uses a Web crawler to identify

Encoding of inputsinjection into a string parameter is often ac-  all points in a Web application that can be used to inject SQLIAs.
complished through the use of meta-characters that trick the SQL It then builds attacks that target such points based on a specified list
parser into interpreting user input as SQL tokens. While it is possi- of patterns and attack techniques. WAVES then monitors the ap-
ble to prohibit any usage of these meta-characters, doing so wouldplication’s response to the attacks and uses machine learning tech-
restrict a non-malicious user’s ability to specify legal inputs that niques to improve its attack methodology. This technique improves
contain such characters. A better solution is to use functions that over most penetration-testing techniques by using machine learn-
encode a string in such a way that all meta-characters are speciallying approaches to guide its testing. However, like all black-box
encoded and interpreted by the database as normal characters.  and penetration testing techniques, it cannot provide guarantees of

Positive pattern matchingdevelopers should establish inputval-  completeness.
idation routines that identifgoodinput as opposed tbad input.

This approach is generally callpdsitive validationas opposedto  Static Code CheckersDBC-Checker is a technique for stati-
negative validation, which searches input for forbidden patterns or cally checking the type correctness of dynamically-generated SQL
SQL tokens. Because developers might not be able to envision ev-queries [12, 13]. This technique was not developed with the intent
ery type of attack that could be launched against their application, of detecting and preventing general SQLIAs, but can nevertheless
but should be able to specify all the forms of legal input, positive pe ysed to prevent attacks that take advantage of type mismatches
validation is a safer way to check inputs. in a dynamically-generated query string. JDBC-Checker is able to
Identification of all input sourcedDevelopers must check allin-  getect one of the root causes of SQLIA vulnerabilities in code—
put to their application. As we outlined in Section 2.1, there are improper type checking of input. However, this technique would
many possible sources of input to an application. If used to con- net catch more general forms of SQLIAs because most of these
struct a query, these i.nput sources can be a way for an attacker to inyttacks consist of syntactically and type correct queries.
troduce an SQLIA. Simply put, all input sources must be checked.  \wassermann and Su propose an approach that uses static analysis
combined with automated reasoning to verify that the SQL queries
Although defensive coding practices remain the best way to pre- generated in the application layer cannot contain a tautology [37].
vent SQL injection vulnerabilities, their application is problematic The primary drawback of this technique is that its scope is lim-
in practice. Defensive coding is prone to human error and is not as ited to detecting and preventing tautologies and cannot detect other
rigorously and completely applied as automated techniques. While types of attacks.
most developers do make an effort to code safely, it is extremely
difficult to apply defensive coding practices rigorously and cor- Combined Static and Dynamic AnalySiVINESIA is
rectly to all sources of input. In fact, many of the SQL injection a model-based technique that combines static analysis and runtime
vulnerabilities discovered in real applications are due to human er- monitoring [17, 16]. In its static phase, AMNESIA uses static anal-
rors: developers forgot to add checks or did not perform adequateysis to build models of the different types of queries an application
input validation [20, 23, 33]. In other words, in these applications, can legally generate at each point of access to the database. In its
developers were making an effort to detect and prevent SQLIAs, dynamic phase, AMNESIA intercepts all queries before they are
but failed to do so adequately and in every needed location. Thesesent to the database and checks each query against the statically-
examples provide further evidence of the problems associated withbuilt models. Queries that violate the model are identified as SQLIAs
depending on developer’s use of defensive coding. and prevented from executing on the database. In their evaluation,



the authors have shown that this technique performs well againstof promise in their ability to detect and prevent SQLIAs. The pri-
SQLIAs. The primary limitation of this technique is that its suc- mary drawback of these approaches is that identifying all sources
cess is dependent on the accuracy of its static analysis for building of tainted user input in highly-modular Web applications and accu-
guery models. Certain types of code obfuscation or query develop- rately propagating taint information is often a difficult task.
ment technigues could make this step less precise and result in both
false positives and false negatives. New Query Development Paradignisvo recent approaches,
Similarly, two recent related approaches, SQLGuard [6] and SQL-SQL DOM [27] and Safe Query Objects [7], use encapsulation
Check [35] also check queries at runtime to see if they conform to of database queries to provide a safe and reliable way to access
a model of expected queries. In these approaches, the model is exdatabases. These techniques offer an effective way to avoid the
pressed as a grammar that only accepts legal queries. In SQLGuardsQLIA problem by changing the query-building process from an
the model is deduced at runtime by examining the structure of the unregulated one that uses string concatenation to a systematic one
query before and after the addition of user-input. In SQLCheck, that uses a type-checked API. Within their AP, they are able to sys-
the model is specified independently by the developer. Both ap- tematically apply coding best practices such as input filtering and
proaches use a secret key to delimit user input during parsing by rigorous type checking of user input. By changing the develop-
the runtime checker, so security of the approach is dependent onment paradigm in which SQL queries are created, these techniques
attackers not being able to discover the key. Additionally, the use eliminate the coding practices that make most SQLIAs possible.
of these two approaches requires the developer to either rewrite Although effective, these techniques have the drawback that they
code to use a special intermediate library or manually insert special require developers to learn and use a new programming paradigm
markers into the code where user input is added to a dynamically or query-development process. Furthermore, because theydacu
generated query. using a new development process, they do not provide any type of
protection or improved security for existing legacy systems.
Taint Based ApproachesvebSSARI detects input-validation-
related errors using information flow analysis [20]. In this ap- Intrusion Detection Systemsaleur and colleagues [36] pro-
proach, static analysis is used to check taint flows against precon-pose the use of an Intrusion Detection System (IDS) to detect SQLIAs.
ditions for sensitive functions. The analysis detects the points in Their IDS system is based on a machine learning technique that is
which preconditions have not been met and can suggest filters andrained using a set of typical application queries. The technique
sanitization functions that can be automatically added to the ap- builds models of the typical queries and then monitors the applica-
plication to satisfy these preconditions. The WebSSARI system tion at runtime to identify queries that do not match the model. In
works by considering as sanitized input that has passed through atheir evaluation, Valeur and colleagues have shown that their sys-
predefined set of filters. In their evaluation, the authors were able tem is able to detect attacks with a high rate of success. However,
to detect security vulnerabilities in a range of existing applications. the fundamental limitation of learning based techniques is that they
The primary drawbacks of this technique are that it assumes thatcan provide no guarantees about their detection abilities because
adequate preconditions for sensitive functions can be accuratelytheir success is dependent on the quality of the training set used. A

expressed using their typing system and that having input passingpoor training set would cause the learning technique to generate a
through certain types of filters is sufficient to consider it not tainted. large number of false positives and negatives.
For many types of functions and applications, this assumption is too

strong. , . , Proxy Filters. Security Gateway [33] is a proxy filtering sys-
Livshits and Lam [23] use static analysis techniques to detect e that enforces input validation rules on the data flowing to a
v_ulnerabllltles in software. The basic gppro_ach is to use informa- \wep application. Using their Security Policy Descriptor Language
tion flow techniques to detect when tainted input has been used t0(spp|), developers provide constraints and specify transformations
construct an SQL query. These queries are then flagged as SQLIAy he applied to application parameters as they flow from the Web
vylnerabllltlgs. Thg authors demor]strate thq viability of thlr tgch- page to the application server. Because SPDL is highly expressive,
nique by using this approach to find security vulnerabilities in a it allows developers considerable freedom in expressing their poli-
benchmark suite. The primary limitation of this approach is that it cjes. However, this approach is human-based and, like defensive
can detect only known patterns of SQLIAs and, because it uses aprogramming, requires developers to know not only which data

conservative analysis and has limited support for untainting opera- neeqs to be filtered, but also what patterns and filters to apply to
tions, can generate a relatively high amount of false positives. the data.

Several dynamic taint analysis approaches have been proposed.

Two similar approaches by Nguyen-Tuong and colleagues [31] and Instruction Set RandomizatiosQLrand [5] is an a
: ) : pproach
Pietraszek and Berghe [32] modify a PHP interpreter to track pre- based on instruction-set randomization. SQLrand provides a frame-

cise per-character taint information. The techniques use a context, . that allows developers to create queries using randomized
sensitive analysis to detect and reject queries if untrusted input has

; instructions instead of normal SQL keywords. A proxy filter in-
been used to create certain WF’?S of SQL token_s. A common OlraW'tercepts queries to the database and de-randomizes the keywords.
back of these two approaches is that they require modifications to

. . ; 1 ) SQL code injected by an attacker would not have been constructed
the runtime environment, which affects portability. A technique by Q ) y

! ) . using the randomized instruction set. Therefore, injected com-
Haldar and colleagues [15] and SecuriFly [26] implement a sim- 9 I

i h for J H th techni d i th mands would result in a syntactically incorrect query. While this
flar approach for Java. HOWEVET, these techniques do not use etechnique can be very effective, it has several practical dravgback

context sensitive analysis employed by the other two approachesFirst, since it uses a secret key to modify instructions, security of

alr11d tra::ktalrét |nfor'rzrl1at|()In Ont? per-tsn;lng ba?!s (as oppo?e.d to ?herEthe approach is dependent on attackers not being able to discover
character). SecuriFly also attempts to sanitize query strings tha the key. Second, the approach imposes a significant infrastruc-

have been generated using 'ta_ln_ted_lnp'ut. However,_ this San't'_za'ture overhead because it require the integration of a proxy for the
tion approach does not help if injection is performed into numeric database in the system

fields. In general, dynamic taint-based techniques have shown a lot



Technique Taut. | lllegal/ Piggy- | Union | Stored | Infer. Alt.
Incorrect | back Proc. Encodings.
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AMNESIA [16]

CSSE [32]

IDS [36]

Java Dynamic Tainting [15]
SQLCheck [35]

SQLGuard [6]

SQLrand [5]
Tautology-checker [37]
Web App. Hardening [31]

]
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Table 1: Comparison of detection-focused techniques with respeto attack types.

Technique Taut. | lllegal/ | Piggy- | Union | Stored | Infer. Alt.
Incorrect | back Proc. Encodings.
JDBC-Checker [12] - - - - - - -
Java Static Tainting* [23]] e ° . ° . ° °
Safe Query Objects [7] . ° . ° X ° .
Security Gateway* [33] - - - - - - -
SecuriFly [26] - - - - - - -
SQL DOM [27] ° ° . ° % ° °
WAVES [19] o o o o ) - o
WebSSARI* [20] ° ° . ° . ° °

Table 2: Comparison of prevention-focused techniques with resme to attack types.

6. TECHNIQUES EVALUATION symbols to classify techniques that are only partially effective. The

In this section, we evaluate the techniques presented in Section 55ymbol “o” denotes a technique that can address the attack type
using several different criteria. We first consider which attack types considered, but cannot provide any guarantees of completeness. A
each technique is able to address. For the subset of techniques th&@*ample of one such technique would be a black-box testing tech-
are based on code improvement, we look at which defensive cod-Nique such as WAVES [19] or the IDS based approach from Valeur
ing practices the technique helps enforce. We then identify which and colleagues [36]. The symbok" denotes techniques that ad-
injection mechanism each technique is able to handle. Finally, we dress the attack type considered only partially because of intrin-

evaluate the deployment requirements of each technique. sics limitations of the underlying approach. For example, JDBC-
Checker [12, 13] detects type-related errors that enable SQL injec-

6.1 Evaluation with Respect to Attack Types tion vulnerabilities. However, because type-related errors are only
) one of the many possible causes of SQL injection vulnerabilities,

We evaluated each proposed technique to assess whether it Wagis approach is classified as only partially handling each attack
capable of addressing the different attack types presented in Sec-[y e
tion 4. For most of the considered techniques, we did not have ™ 'y5if of the prevention-focused techniques effectively handle all
access to an implementation because either the technique was ok the attack types considered. Some techniques are only partially
implemented or its implementation was not available. Therefore, gffective: JDBC-Checker by definition addresses only a subset of
we evaluated_ the techniques analytically, as opposed to_ evaluat-SQU As; Security Gateway, because it can not handle all of the
ing them against actual attacks. Fieveloper-based techniques jniaction sources (See Section 6.2) can not completely address all
thatis, those that required developer intervention, we assumed thalyf the attack profiles; SecuriFly, because its prevention method is
the _develope_rs were able to correctly apply all required defensive- 1, escape all SQL meta-characters, which still would allow injec-
coding practices. In other words, our assessment of these teChyjop into numeric fields; and WAVES, which because it is a testing-
niques is optimistic compared to what their performance may be in 5564 technique, can not provide guarantees as to its completeness.

practice. In our tables, we denote developer-based techniques withy,e pelieve that, overall, the prevention-focused techniques per-

the symbol ™. ) . i formed well because they incorporate the defensive coding prac-
_ For the purposes of the comparison, we divide the techniques jjces in their prevention mechanisms. See Section 6.4 for further
into two groups: prevention-focuse@nd detection-focusedech- discussion on this topic.
niques. Prevention-focused techniques are techniques that stati-  \jost of the detection-focused techniques perform fairly uniformly
cally identify vulnerabilities in the code, propose a different de-  yqainst the various attack types. The three exceptions are the IDS-
velopment paradigm for applications that generate SQL queries, hased approach by Valeur and colleagues [36], whose effectivene
or add checks to the application to enforce defensive coding bestjepends on the quality of the training set used, Java Dynamic Taint-
practlces (see Section 5.1). Detectlon—chused techniques are techl—ng [15], whose performance is negatively affected by the fact that
niques that detect attacks mostly at runtime. _ its untainting operations allow input to be used without regard to
Tab!es land?2 summarize the re.suI.tS of our evaluatlop. We useine quality of the check, and Tautology-checker, which by defini-
four different types of markings to indicate how a technique per- tion can only address tautology-based attacks.
formed with respect to a given attack type. We use the symijol “ Two attack types, stored procedures and alternate encodings, caused
to denote that a technique can successfully stop all attacks of thatproblems for most techniques. With stored procedures, the code

type. Conversely, we use the symbot™to denote that a tech- ¢ generates the query is stored and executed on the database.
nigue is not able to stop attacks of that type. We used two different



Technique Modify Code Base Detection Prevention Additional Infrastructure
AMNESIA [16] No Automated Automated None

CSSE [32] No Automated Automated Custom PHP Interpreter
IDS [36] No Automated Generate Report IDS System-Training Set
JDBC-Checker [12] No Automated Code Suggestions None

Java Dynamic Tainting [15] No Automated Automated None

Java Static Tainting [23] No Automated Code Suggestions None

Safe Query Objects [7] Yes N/A Automated Developer Training
SecuriFly [26] No Automated Automated None

Security Gateway [33] No Manual Specification Automated Proxy Filter
SQLCheck [35] Yes Semi-Automated Automated Key Management
SQLGuard [6] Yes Semi-Automated Automated None

SQL DOM [27] Yes N/A Automated Developer Training
SQLrand [5] Yes Automated Automated Proxy, Developer Training, Key Managemeht
Tautology-checker [37] No Automated Code Suggestions None

WAVES [19] No Automated Generate Report None

Web App. Hardening [31] No Automated Automated Custom PHP Interpreter
WebSSARI [20] No Automated Semi-Automated None

Table 3: Comparison of techniques with respect to deployment regtements.

Technique Input type | Encoding of | Identification of all | Positive pattern
checking input input sources matching
JDBC-Checker [12] Yes No No No
Java Static Tainting [23] No No Yes No
Safe Query Objects [7] Yes Yes N/A No
SecuriFly [26] No Yes Yes No
Security Gateway [26] Yes Yes No Yes
SQL DOM [27] Yes Yes N/A No
WebSSARI [20] Yes Yes Yes Yes

Table 4: Evaluation of Code Improvement Techniques with Respecit Common Development Errors.

Most of the techniques considered focused only on queries gener-ceptions are Security Gateway and WAVES. Security Gateway can
ated within the application. Expanding the techniques to also en- examine only URL parameters and cookie fields. Because it resides
compass the queries generated and executed on the database is noh the network between the application and the attacker, it cannot
straightforward and would, in general, require substantial effort. examine server variables and second-order injection sources, which
For this reason, attacks based on stored procedures are problematido not pass through the gateway. WAVES can only address injec-
for many techniques. Attacks based on alternate encoding are alsdion through user input because it only generates attacks that can be
difficult to handle. Only three techniques, AMNESIA, SQLCheck, submitted to the application via the Web page forms.
and SQLGuard explicitly address these types of attacks. The rea- . .
son why these techniques are successful against such attacks is thﬁ-3 Evalu_atlon with ReSpeCt to Deployment
they use the database lexer or parser to interpret a query string in ReqU|rementS
the same way that the database would. Other techniques that score Each of the techniques have different deployment requirements.
well in this category are either developer-based techniques (i.e., To determine the effort and infrastructure required to use the tech-
Java Static Tainting and WebSSARI) or techniques that address thenique, we examined the author’s description of the technique and its
problem by using a standard API (i.e., SQL DOM and Safe Query current implementation. We evaluated each technique with respect
Objects). to the following criteria: (1) Does the technique require developers
It is important to note that we did not take precision into ac- to modify their code base? (2) What is the degree of automation
count in our evaluation. Many of the techniques that we consider of the detection aspect of the approach? (3) What is the degree of
are based on some conservative analysis or assumptions that magutomation of the prevention aspect of the approach? (4) What in-
result in false positives. However, because we do not have an ac-frastructure (not including the tool itself) is needed to successfully
curate way to classify the accuracy of such techniques, short of im- use the technique? The results of this classification are summarized
plementing all of them and assessing their performance on a largein Table 3.
set of legitimate inputs, we have not considered this characteristic

in our assessment. 64 EV&'Uatlon Of Preventlon-FOCUSGd TeCh'
o o niques with Respect to Defensive Coding
6.2 Evaluationwith Respectto Injection Mech- Practices
anisms Our initial evaluation of the techniques against the various attack

We assessed each of the techniques with respect to their hantypes indicates that the prevention-focused techniques perform very
dling of the various injection mechanisms that we defined in Sec- well against most of these attacks. We hypothesize that this result
tion 2.1. Although most of the techniques do not specifically ad- is due to the fact that many of the prevention techniques are ac-
dress all of those injection mechanisms, all but two of them could tually applying defensive coding best practices to the code base.
be easily extended to handle all such mechanisms. The two ex-Therefore, we examine each of the prevention-focused techniques



and classify them with respect to the defensive coding practice that
they enforce. Not surprisingly, we find that these techniques en-

force many of these practices. Table 4 summarizes, for each tech- [9]

nique, which of the defensive coding practices it enforces.

7. CONCLUSION

In this paper, we have presented a survey and comparison of cur-

(20]

rent techniques for detecting and preventing SQLIAs. To perform [11]

this evaluation, we first identified the various types of SQLIAs
known to date. We then evaluated the considered techniques in

terms of their ability to detect and/or prevent such attacks. We also [12]

studied the different mechanisms through which SQLIAs can be in-
troduced into an application and identified which techniques were
able to handle which mechanisms. Lastly, we summarized the de-
ployment requirements of each technique and evaluated to what
extent its detection and prevention mechanisms could be fully au-

tomated.

(13]

Our evaluation found several general trends in the results. Many [14]

of the techniques have problems handling attacks that take advan-

tage of poorly-coded stored procedures and cannot handle attacks[15]
that disguise themselves using alternate encodings. We also found

a general distinction in prevention abilities based on the difference
between prevention-focused and general detection and prevention
techniques. Section 6.4 suggests that this difference could be ex-
plained by the fact that prevention-focused techniques try to incor-
porate defensive coding best practices into their attack prevention

mechanisms.

Future evaluation work should focus on evaluating the techniques’
precision and effectiveness in practice. Empirical evaluations such
as those presented in related work (e.g., [17, 36]) would allow for
comparing the performance of the different techniques when they

are subjected to real-world attacks and legitimate inputs.
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