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> ‘Complete’ for secure computation [Yao82,GMW87 Kilg8]
> Feasible: (enhanced) TDPs + zero knowledge [EGL85,GMW86]

2/10



Prior Efficient Protocols
» Two messages: [NP01,AIR01,Tau05,CS02]

3/10



Prior Efficient Protocols
» Two messages: [NP01,AIR01,Tau05,CS02] — ‘half simulation’

3/10



Prior Efficient Protocols
» Two messages: [NP01,AIR01,Tau05,CS02] — ‘half simulation’
» Full simulation: [Lin08]

3/10



Prior Efficient Protocols
» Two messages: [NP01,AIR01,Tau05,CS02] — ‘half simulation’
> Full simulation: [Lin08] — blowup, extra rounds

3/10



Prior Efficient Protocols
» Two messages: [NP01,AIR01,Tau05,CS02] — ‘half simulation’
> Full simulation: [Lin08] — blowup, extra rounds
> ‘Adaptive selection:’ [CNS07,GH07] — bilinear, many rounds

3/10



Prior Efficient Protocols
» Two messages: [NP01,AIR01,Tau05,CS02] — ‘half simulation’
> Full simulation: [Lin08] — blowup, extra rounds
> ‘Adaptive selection:’ [CNS07,GH07] — bilinear, many rounds

Will it COMPOSE ?
™ L/
UC framework [Can01] <\p’ —
| DN
Requires setup [CFO01]

3/10



Prior Efficient Protocols
» Two messages: [NP01,AIR01,Tau05,CS02] — ‘half simulation’
> Full simulation: [Lin08] — blowup, extra rounds
> ‘Adaptive selection:’ [CNS07,GH07] — bilinear, many rounds

Will it COMPOSE ?
™ L/
UC framework [Can01] <\p’ —
n 50
equires setup [CFO1]

3/10



Prior Efficient Protocols
» Two messages: [NP01,AIR01,Tau05,CS02] — ‘half simulation’
> Full simulation: [Lin08] — blowup, extra rounds
> ‘Adaptive selection:’ [CNS07,GH07] — bilinear, many rounds

Will it COMPOSE ?
™
UC framework [Can01] ‘\I; :i)
o 20
equires setup [CFO1]

[COMPOSAB/LITY aids EFFIC/ENCY]

3/10



Prior Efficient Protocols
» Two messages: [NP01,AIR01,Tau05,CS02] — ‘half simulation’
> Full simulation: [Lin08] — blowup, extra rounds
> ‘Adaptive selection:’ [CNS07,GH07] — bilinear, many rounds

Will it COMPOSE ?
™
UC framework [Can01] ‘\p> :i)
o 20
equires setup [CFO1]

[COMPOSAB/LITY aids EFFIC/ENCY]

» Stronger OT variants, specific assumptions, 4+ messages
[JS07,GMY04,DN03,GH08]
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Main Attractions
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v Efficient — computation & bandwidth
v’ Universally composable — static corruption, CRS setup
v Realizable — DDH, QR, DCR, worst-case lattice assumptions

Bonus Features

» Unbounded CRS reuse (JUC framework [CR03])
» Statistical security for either party
» Simple & symmetric proof

N,

Conceptual Tools
> Messy public keys (‘message-lossy’) aka ‘meaningless’ [KN08]
> New abstraction: Dual-mode cryptosystem

4/10



Our Protocol

S(mo, my) R(0)

5/10



Our Protocol
S(mo, my) R(0)

Pko Pk
2ok —
pki

Cp — EnC(pkb, mb)

Co, C1

5/10



Our Protocol

S(mo, my) R(0)

ki k
p 0>pk p
pki
Cp — EnC(pkb, mb)
Cp, C1

my — Dec(sk, cy)

5/10



Our Protocol

S(mo, my) R(0)

ki k
p 0>pk p
pki
Cp — EnC(pkb, mb)
Cp, C1

my — Dec(sk, cy)

[ Needed: Dual-mode cryptosystem]
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Messy Encryption

Decryptable Public Keys
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Messy Encryption

Decryptable Public Keys
Enc(pk, my) ~ Enc(pk, my)

» Decrypt with sk.

Messy Public Keys

Enc(pk, my) ~ Enc(pk, my)

» Statistically secure! (Decryption impossible.)

Cryptosystems with Messy Keys
» Cocks ID-based [Coc01]

> Lattice-based [AD97, Reg03, Reg05]

» ElGamal, Paillier variants [EIG84,Pai99]
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Dual-Mode Cryptosystem
{dec, mes} > mode — — (crs, trap)

Pk ske
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Security in decryption mode (cf. [GOS06]):
v REAL(R*, crs) ~ REAL(R*, crs) &~ IDEAL(R)

8/10



Security

Main Theorem
Dual-mode cryptosystem — 2-message UC-secure OT

Proof Outline

© Vreal 5*, Jideal S (TrapGen)
REAL(S*, crs) =~ IDEAL(S)
® Vreal R*, Jideal R (FindMessy)
REAL(R*, crs) =~ IDEAL(R)
® Vreal P* € {R*, S*}, (Setup)
REAL(P*, crs) ~ REAL(P*, crs)

A\

Security in messy mode:
v REAL(S*, crs) =~ REAL(S*, crs) A~ IDEAL(S)
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Our Construction

Decryption mode Messy mode
crs = (N, z € QRy) crs = (N, z € Jy\QRy)
trap = /2 trap = (p, q)
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Quadratic Residuosity Construction

Cocks Encryption [Coc01]
» Global: N = pq
» Decryptable keys: secret x € Zy, public y = x*> € QRy.
> Messy public key: y € QRy

Our Construction

Decryption mode Messy mode
crs = (N, z € QRy) crs = (N, z € Jy\QRy)
trap = /2 trap = (p, q)
Zy S pk=y <y0 =y2
—y.!
TrapGen: FindMessy:
sko = \/y, sk = \/y - \/z yZ€QRy or y-z¢QRy
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