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Last Time. ..

» SIS: find “short” nonzero z € Z™ such that:

A - ||z|=0ez

» This talk: a complementary problem, Learning With Errors
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Overview of LWE Hardness
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History of LWE

Crypto papers with “something new" regarding LWE:

2884 2085 2886 2007 2888 2009 2818 2011 2812 2013
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Learning With Errors [Regev0s]
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Learning With Errors [Regev0s]
» Dimension n (security param), modulus ¢ > 2

> Search: find s € Zj given ‘noisy random inner products’

Eh(—ZZ, b1:<S7 a1>+€1

a2<—ZZ,b2:(s,a2)+eg
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Learning With Errors [Regev0s]
» Dimension n (security param), modulus ¢ > 2, ‘error rate’ o < 1

> Search: find s € Zj given ‘noisy random inner products’
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> Search: find s € Zj given ‘noisy random inner products’
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Learning With Errors [Regev0s]
» Dimension n (security param), modulus g > 2, ‘error rate’ a < 1

> Search: find s € Zj given ‘noisy random inner products’

| |
A=|a - a, ,bt:stA+et
M||I|.

a-q>+/n

» Decision: distinguish (a;, b;) from uniform (a;, b;) pairs

Errors e; <+ x = Gaussian over Z, param agq

Generalizes LPN (¢ = 2, Bernoulli noise)  [AL'88,BFKL'94,...]
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Learning With Errors [Regev0s]
» Dimension n (security param), modulus g > 2, ‘error rate’ a < 1

> Search: find s € Zj given ‘noisy random inner products’

| |
A=la; - a, 7bt:StA+et
M||I|.

a-q>+/n

» Decision: distinguish (a;, b;) from uniform (a;, b;) pairs

Errors e; <+ x = Gaussian over Z, param agq

Generalizes LPN (¢ = 2, Bernoulli noise)  [AL'88,BFKL'94,...]
» Why error aig > /n?

* Required by worst-case hardness proofs [R'05,P'09]
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Learning With Errors [Regev0s]
» Dimension n (security param), modulus g > 2, ‘error rate’ a < 1

> Search: find s € Zj given ‘noisy random inner products’

| |
A=la; - a, 7bt:StA+et
M||I|.

a-q>+/n

» Decision: distinguish (a;, b;) from uniform (a;, b;) pairs

Errors e; <+ x = Gaussian over Z, param agq

Generalizes LPN (¢ = 2, Bernoulli noise)  [AL'88,BFKL'94,...]

» Why error aig > /n?
* Required by worst-case hardness proofs [R'05,P'09]
* There's an exp((aq)?)-time attack! [AG'11]
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SIS versus LWE
SIS
Az =0, 'short’ z# 0

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012

LWE
(A, bl =stA +e) vs. (A, b?)

6/15



SIS versus LWE
sis
Az =0, 'short’ z# 0

» ‘Computational” (search)
problem a /a factoring, CDH

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012

LWE
(A, bl =stA +e) vs. (A, b?)

6/15



SIS versus LWE
sis
Az =0, 'short’ z# 0

» ‘Computational’ (search)
problem a /a factoring, CDH

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012

LWE
(A, bl =stA +e) vs. (A, b?)

» ‘Decisional’ problem a la QR,
DCR, DDH

6/15



SIS versus LWE
sis
Az =0, 'short’ z# 0

» ‘Computational’ (search)
problem a /a factoring, CDH

» Many valid solutions z

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012

LWE
(A, bl =stA +e) vs. (A, b?)

» ‘Decisional’ problem a la QR,
DCR, DDH

6/15



SIS versus LWE

sis LWE
Az =0, ‘short’ z # 0 (A, bt =s'A +e!) vs. (A, Db?)
» ‘Computational’ (search) » ‘Decisional’ problem a /la QR,
problem a /a factoring, CDH DCR, DDH

» Many valid solutions z » Unique solution s (w/short e)

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012 6/15



SIS versus LWE
sis
Az =0, 'short’ z# 0

» ‘Computational’ (search)
problem a /a factoring, CDH

» Many valid solutions z
> LWE < SIS: if Az =0, then

b'z = e’z is small, but
bl z is ‘well-spread’

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012

LWE
(A, bl =stA +e) vs. (A, b?)

» ‘Decisional’ problem a la QR,
DCR, DDH

» Unique solution s (w/short e)

6/15



SIS versus LWE

sis
Az =0, 'short’ z# 0

» ‘Computational’ (search)
problem a /a factoring, CDH

» Many valid solutions z
> LWE < SIS: if Az =0, then

b'z = e’z is small, but
bl z is ‘well-spread’

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012

LWE
(A, bl =stA +e) vs. (A, b?)

» ‘Decisional’ problem a la QR,
DCR, DDH

» Unique solution s (w/short e)

77
> SIS < LWE  (stay till Wed...)

6/15



SIS versus LWE

sis LWE
Az =0, ‘short' z # 0 (A, bl =stA +e) vs. (A, b?)
» ‘Computational’ (search) » ‘Decisional’ problem a /la QR,
problem a /a factoring, CDH DCR, DDH
» Many valid solutions z » Unique solution s (w/short e)

> LWE < SIS: if Az =0, then
b'z = e’z is small, but
bl z is ‘well-spread’

77
> SIS < LWE  (stay till Wed...)

» Applications: OWF / CRHF,
signatures, ID schemes

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012 6/15



SIS versus LWE

sis LWE
Az =0, ‘short' z # 0 (A, bl =stA +e) vs. (A, b?)
» ‘Computational’ (search) » ‘Decisional’ problem a /la QR,
problem a /a factoring, CDH DCR, DDH
» Many valid solutions z » Unique solution s (w/short e)

> LWE < SIS: if Az =0, then
b'z = e’z is small, but
bl z is ‘well-spread’

77
> SIS < LWE  (stay till Wed...)

» Applications: OWF / CRHF,
signatures, ID schemes

‘minicrypt’

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012 6/15



SIS versus LWE

sis LWE
Az =0, ‘short' z # 0 (A, bl =stA +e) vs. (A, b?)
» ‘Computational’ (search) » ‘Decisional’ problem a /la QR,
problem a /a factoring, CDH DCR, DDH
» Many valid solutions z » Unique solution s (w/short e)

> LWE < SIS: if Az =0, then
b'z = e’z is small, but
bl z is ‘well-spread’

77
> SIS < LWE  (stay till Wed...)

» Applications: OWF / CRHF,  » Applications: PKE, OT,
signatures, ID schemes ID-based encryption, FHE

‘minicrypt’

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012 6/15



SIS versus LWE
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Az =0, ‘short' z # 0 (A, bl =stA +e) vs. (A, b?)
» ‘Computational’ (search) » ‘Decisional’ problem a /la QR,
problem a /a factoring, CDH DCR, DDH
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bl z is ‘well-spread’
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> SIS < LWE  (stay till Wed...)

» Applications: OWF / CRHF,  » Applications: PKE, OT,
signatures, ID schemes ID-based encryption, FHE

‘minicrypt’ ‘CRYPTOMANIA’
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SIS versus LWE
sis
Az =0, 'short’ z# 0
Average-case SVP:
LYA)={ze€Z™ : Az=0}

(0, q)
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Warm-Up: Simple Properties of LWE

@ Check a candidate solution s’ € Zj:
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Warm-Up: Simple Properties of LWE

® Check a candidate solution s’ € Z7:  test if all b — (s',a) ‘small.’

If s’ #s, then b — (s',a) = (s — s/, a) + e is 'well-spread’ in Z,.
@® ‘Shift’ the secret by any t € Zj: given (a,b = (s,a) + ¢), output
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= (s+t,a) +e.
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® Check a candidate solution s’ € Z7:  test if all b — (s',a) ‘small.’
If s’ #s, then b — (s',a) = (s — s/, a) + e is 'well-spread’ in Z,.
@® ‘Shift’ the secret by any t € Zj: given (a,b = (s,a) + ¢), output

a,t =0+ (ta)
= (s+t,a) +e.

Random t's (with fresh samples) = random self-reduction.

Lets us amplify success probabilities (both search & decision):

non-negl on uniform s <~ Z; = ~1lonanyse€Zy
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Warm-Up: Simple Properties of LWE

@ Check a candidate solution s’ € Zy:  test if all b — (s',a) ‘small.’
If s" #s, then b — (s',a) = (s —s/,a) + e is ‘well-spread’ in Z,.
@® ‘Shift’ the secret by any t € Zj: given (a,b = (s,a) + ¢), output

a, b =b+(t,a)
=(s+t,a)+e.

Random t's (with fresh samples) = random self-reduction.

Lets us amplify success probabilities (both search & decision):
A n ~ n
non-negl on uniform s <~ Z; = ~1lonanys € Z;

© Multiple secrets: (a,b; = (s1,a),...,b =~ (s, a)) vs. (a,b1,...,b).

Simple hybrid argument, since a’s are public.
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Search /Decision Equivalence [BFkL94,R05]

P Suppose D solves decision-LWE: it ‘perfectly’ distinguishes between
pairs (a,b = (s,a) +¢€) and (a,b).
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» If | g = poly(n) |, to find s; € Z, it suffices to test whether s; S 0,

because we can shift sy by 0,1,...,¢g — 1. Same for s, 53,..., Sn.
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P Suppose D solves decision-LWE: it ‘perfectly’ distinguishes between
pairs (a,b = (s,a) +¢€) and (a,b).

We want to solve search-LWE: given pairs (a, b), find s.

» If | g = poly(n) |, to find s; € Z, it suffices to test whether s; S 0,

because we can shift sy by 0,1,...,¢g — 1. Same for s, 53,..., Sn.

The test: for each (a,b), choose fresh 7 <— Z,. Invoke D on pairs

(@ =a-(r,0,...,0), b).
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P Suppose D solves decision-LWE: it ‘perfectly’ distinguishes between
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» If | g = poly(n) |, to find s; € Z, it suffices to test whether s; S 0,
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Search /Decision Equivalence [BFkL94,R05]

P Suppose D solves decision-LWE: it ‘perfectly’ distinguishes between
pairs (a,b = (s,a) +¢€) and (a,b).

We want to solve search-LWE: given pairs (a, b), find s.

» If | g = poly(n) |, to find s; € Z, it suffices to test whether s; S 0,

because we can shift sy by 0,1,...,¢g — 1. Same for s, 53,..., Sn.

The test: for each (a,b), choose fresh 7 <— Z,. Invoke D on pairs

(@ =a-(r,0,...,0), b).

» Notice: b= (s,a’) +s1-r+e.
* If sy =0, then b = (s,a’) + e = D accepts.

* If s1 #0 and then b = uniform = D rejects.

» Don't really need ‘ prime g = poly(n)‘ [P'09,ACPS’09,MM'11,MP'12]
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Decision-LWE with ‘Short’ Secrets

Theorem ([M'01,ACPS'09])

LWE is no easier if the secret is drawn from the error distribution x™.
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» Intuition: finding e < finding s: take b! — e’ = s'A, solve for s.
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Decision-LWE with ‘Short’ Secrets

Theorem ([M'01,ACPS'09])

LWE is no easier if the secret is drawn from the error distribution x™.

(This is the ‘Hermite normal form" of LWE.)

» Intuition: finding e < finding s: take b! — e’ = s'A, solve for s.

Transformation from secret s € Zj to secret @ < x™:
® Draw samples to get (A, b’ = stA + &’) for square, invertible A.

@® Transform each additional sample (a,b = (s,a) +¢) to

a=-A""a |, bV=0b+ (b,a’)
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Decision-LWE with ‘Short’ Secrets

Theorem ([M'01,ACPS'09])

LWE is no easier if the secret is drawn from the error distribution x™.

(This is the ‘Hermite normal form" of LWE.)

» Intuition: finding e < finding s: take b! — e’ = s'A, solve for s.

Transformation from secret s € Zj to secret @ < x™:
® Draw samples to get (A, b’ = stA + &’) for square, invertible A.
® Transform each additional sample (a,b = (s,a) + e) to
a=-A""a |, bV=0b+ (b,a’)
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Decision-LWE with ‘Short’ Secrets

Theorem ([M'01,ACPS'09])

LWE is no easier if the secret is drawn from the error distribution x

(This is the ‘Hermite normal form" of LWE.)

» Intuition: finding e < finding s: take b! — e’ = s'A, solve for s.

Transformation from secret s € Zj to secret @ <— x"
® Draw samples to get (A, b’ = stA + &') for square, invertible A
® Transform each additional sample (a,b = (s,a) + e) to
a=-A""a |, bV=0b+ (b,a’)
= (e,a’) +e.

» This maps (a,b) to (a’,b'), so it applies to decision-LWE too.
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Public-Key Cryptosystem [ro5]

s Z7 A« Zpxm
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bt = stA + et

(public key)
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Public-Key Cryptosystem [r'05]

s L A 7 x {0, 1}

bt = stA + et

(public key)

u=Ax

(ciphertext ‘preamble’)
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s L A 7 x {0, 1}

bt = stA + et

(public key)

u=Ax

(ciphertext ‘preamble’)

u’:btx—i-bit-%

(‘payload’)

(Images courtesy xkcd.org)
Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012 11/15



Public-Key Cryptosystem [r'05]

s L A 7 x {0, 1}

bt = stA + et

(public key)

u=Ax

(ciphertext ‘preamble’)
u' = Dbl x + bit- £

(‘payload’)

u —stu
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Public-Key Cryptosystem [r'05]

s L A 7 x {0, 1}

bt = stA + et

(public key)

u=Ax

(ciphertext ‘preamble’)
u' = Dbl x + bit- £

(‘payload’)

u —stu
bit -

vk R

(A7 bt)’ (u? 1Ll)
by LWE and
by LHL when

m > nloggq

(Images courtesy xkcd.org)
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‘Dual’ Cryptosystem [cPv'os]

x « {0,1}™ A 7P
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‘Dual’ Cryptosystem [cPv'os]

x « {0,1}™ A 7P

u=Ax

(public key, uniform when m > nlog q)
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‘Dual’ Cryptosystem [cPv'os]

x + {0,1}™ A Zp<m s < Zy

u=Ax

(public key, uniform when m > nlog q)
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‘Dual’ Cryptosystem [cPv'os]

x « {0,1}™ A 7P

u=Ax

(public key, uniform when m > nlog q)

bt =s'A + €'
(ciphertext ‘preamble’)

V=s'u+e +bit- 1

b —blx ~
blt . % (‘payload’)
(A, u), (b,V)
by LWE
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Primal vs. Dual Systems

Primal

> pk=(A,bt =s'A +e')is
pseudorandom with
unique sk =s

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012

13/15

Dual




Primal vs. Dual Systems

Primal Dual

> pk=(A,bt =s'A +e')is > pk=(A,u=Ax)is
pseudorandom with statistically random with
unique sk =s many possible sk = x

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012 13/15



Primal vs. Dual Systems

Primal Dual

> pk=(A,bt =s'A +e')is > pk=(A,u=Ax)is
pseudorandom with statistically random with
unique sk =s many possible sk = x

> c'text (u= Ax,u ~s'u)is
a fresh LWE sample, with
many possible Enc coins x

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012 13/15



Primal vs. Dual Systems

Primal Dual

> pk=(A,bt =s'A +e')is > pk=(A,u=Ax)is
pseudorandom with statistically random with
unique sk =s many possible sk = x

> c'text (u= Ax,u ~stu)is P c'text (b,V/) ~s!(A u)is
a fresh LWE sample, with many LWE RHS's, with
many possible Enc coins x unique Enc coins s, e

Lattice-Based Crypto & Applications, Bar-llan University, Israel 2012 13/15



Primal vs. Dual Systems

Primal

> pk=(A,bt =s'A +e')is
pseudorandom with
unique sk =s

> c'text (u= Ax,u ~s'u)is
a fresh LWE sample, with
many possible Enc coins x

P security: encrypting to
‘malformed’ pk = (A, b?)
induces uniform ciphertext
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Primal vs. Dual Systems

Primal Dual

> pk=(A,bt =s'A +e')is > pk=(A,u=Ax)is
pseudorandom with statistically random with
unique sk =s many possible sk = x

> c'text (u= Ax,u ~stu)is P c'text (b,V/) ~s!(A u)is

a fresh LWE sample, with many LWE RHS's, with
many possible Enc coins x unique Enc coins s, e

P security: encrypting to P security: switch ciphertext to
‘malformed’ pk = (A, b?) uniform using LWE

induces uniform ciphertext

(shared) A size: n x (nlogq) elements of Z,
(user) pk & ct size: nlogq & n elements, or vice-versa
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» A different kind of LWE application: Efficient pseudorandom functions
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