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parents uniquely capture and then securely replay the last
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The application Firefox quit unexpectedly.

2007-05-16 16:04:53 -0400

EXC_BAD_ACCESS (Ox0001)
KERN_PROTECTIOM_FAILURE (0x0002) at Ox0186af20

Thread 0 Crashed:

0 __vfprintf + 40

1 sprintf + 252

2 CreateVolFsPathiunsigned, unsigned long, char const®, unsigned

long, char*) + 88

3 getattrlist_retry(unsigned, unsigned long, char const®, unsigned

long, attrlist*, void*, unsigned long, unsigned long) + 68

4 GetVolFSAttributes(Volumelnfo®, unsigned long, char const®,

unsigned long, unsigned long, FSAttributelnfo®, unsigned long,

unsigned long, FSVolAttributelnfo®, unsigned char®) + 528

5 VolFSMount: _getattrs{unsigned long, char const®, unsigned lonag,

unsigned long, FSAttributelnfo®, unsigned long, unsigned char®} + 52

& FSMount::getattrs(unsigned long, char const*, unsigned long,

unsigned long, FSAttributelnfo®, unsigned long, unsigned char®) + 228
GetFSRefAttributes(FsMount®, FSRefPrivate const®, unsigned long,

FsAttributelnfo®, unsigned long, char®y + 104

PEGetCataloginfoSync + 156

FsGetCataloginfo + 44

B
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_' Close Report... Attach Debugger...
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: Anomalous behavior (or crashes) of
deployed software that occur on user machines



Problem Report for Firefox

Problem and system information:

Dates/Time : ZAA7-Ab-16 16:80:81.424 -B468
05 Version: 1A.4.9 (Build 8P135)

Report Yerzion: 4

Command: firefox-bin
Path: Jepplications/Firefox.app/ContentsMacl3/f irefox-bin
Parent: Window3erver [B9]

Yersion: 1.5 {1.5%

PIL: Q477
Thread: A

Exception: EXC_BAD_ACCESS (BExAAE1Y
Codes : KERM_PROTECTIOM_FAILURE (BxBAAZ% ot BxA186af20

Thread B Croshed:

A libkSuwstam B Aulil A AR AAR -~ wfmrinmtf . d@

-

Please describe what you were doing when the problem happened:

Your report will help Apple improve this software. Your personal information is not sent
with this report. You will not be contacted in response to this report. For Apple product
support, visit waww. apple.com/support or contact your Apple dealer.

.__\' Send to Apple...




Problem Report for Firefox

Problem and system information:

Dates/Time : ZBAAY7-AE-16 16:60:61.424 -B468
05 Version: 16.4.9 (Build 8P135)

Report Yerzion: 4

Command: firefox-bin
Path: Jepplications Firefox..appsContentsMacl3 T irefox-bin
FParent: Window3erver [B9]

Yersion: 1.5 {1.5%

PIL: Q477
Thread: H

Exception: EXC_BAD_ACCESS (BExAAELY
Codes : KERM_PROTECTIOM_FAILURE (BxBAAZY ot BxA136af28

Thread B Croshed:

A libSwestam B Aulikl A AR AAR -~ wfmrimtf . dA
il

Please describe what you were doing when the problem happened:

Your report will help Apple improve this software. Your personal information is not sent
with this report. You will not be contacted in response to this report. For Apple product
support, visit waww. apple.com/support or contact your Apple dealer.

[ Send to Apple...

Crash logs




Problem Report for Firefox

Problem and system information:

Dote/Time: Z887-A5-16 16:88:81.424 -B488
05 Version: 1A.4.9 (Build 8P135)

Report Yerzion: 4

Command: firefox-bin
Path: Jepplications/Firefox.app/ContentsMacl3/f irefox-bin
Parent: Window3erver [B9]

Yersion: 1.5 {1.5%

PIL: Q477
Thread: A

Exception: EXC_BAD_ACCESS (BExAAE1Y
Codes : KERM_PROTECTIOM_FAILURE (BxBAAZ% ot BxA186af20

Thread B Croshed:

A libkSuwstam B Aulil A AR AAR -~ wfmrinmtf . d@

-

Please describe what you were doing when the problem happened:

Your report will help Apple improve this software. Your personal information is not sent
with this report. You will not be contacted in response to this report. For Apple product
support, visit waww. apple.com/support or contact your Apple dealer.

(" Send to Apple...

Crash logs

User-provided
information
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Usage Scenario

In house In the field

Record (on line)

2 2y
I
\4

Execution

repository
Replay / Minimize
Replay / Debug (off line)
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Existing record / replay approaches

‘Deterministic debugging\ (Regression testing

(e.g. Chen et al. 01, King et al. 05, (e.g. Elbaum et al. 06, Orso et al. 06,
Narayanasamy et al. 05, Netzer and Weaver Orso and Kennedy 05, Saff et al. 05,

94, Srinivasan et al. 04,VMWare) Mercury WinRunner)

* Replay an entire execution by * Replay only a portion of an
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ution by recording events
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Qutline

v Motivation & background

® Our technique

® record




‘ Record & @ Replay

® Goal: develop an approach that has low overhead and is
amenable to minimization

® Key insight: avoid focusing on low-level (internal) events

® expensive (large number of events)
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® Goal: develop an approach that has low overhead and is
amenable to minimization

® Key insight: avoid focusing on low-level (internal) events

® expensive (large number of events)
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Environment interactions
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" Event log:

FILE foo.l
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" Event log:

FILE foo.l
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" Event log:

FILE foo.l

POLL KEYBOARD NOK

POLL KEYBOARD OK

: PULL KEYBOARD |

‘ POLL NETWORK OK

— PULL NETWORK 1024
FILE bar.|

POLL NETWORK NOK

POLL NETWORK OK
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PULL NETWORK 1024
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POLL KEYBOARD NOK
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Environment data (streams):

foo:1 fo0.2 bar.:1 FOO00
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" Event log:
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Goal: focus debugging effort

Execution
recording

Time
minimization
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'™ Minimize

Goal: focus debugging effort

Execution Execution
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TRORT

15



oy o« o .
I Minimize

L
Goal: focus debugging effort
Execution Execution
recording recording
Time Data
- minimization - minimization

non -

O O
15



Execution
recording

i)
oy

Minimize

Goal: focus debugging effort

Time
minimization

__.

Execution
recording
—

1
-

Data
minimization

_}<_.

O)
15

Execution
recording

we

=




Minimize: time

" Event log:

FILE foo. |

POLL KEYBOARD NOK
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Minimize: time

" Event log:

FILE foo. |

PO ESEI ST aRETRSE
POLL KEYBOARD OK
PULL KEYBOARD |
POLL NETWORK OK
PULL NETWORK 1024
FILE bar.|

m=i=a maa—i g
POLL NETWORK OK
FILE foo.2




Minimize: time
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Event log:
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Minimize: data

Data minimization Environment

Whole
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The tool: ADDA

Assisting the Debugging
of Deployed Applications

® Record and Replay:

® Works on x86 (c-lib based) binaries

® Based on dynamic instrumentation (Pin)
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Limitations

Two main limitations:

® Technique:
May not replay non-deterministic failures
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Empirical evaluation

® Research questions

® Can ADDA produce minimized executions that can be
used to debug the original failure!?

- ® How much overhead does ADDA impose!
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Minimization results

B Header-color fault " Address book fault
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Minimization results
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Minimization results

B Header-color fault " Address book fault




Specific Example: Address Book Failure

® Complete execution

® 34 entities (files and streams)
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Future work

® More studies: additional applications and real users
® Extend technique / implementation

® Support windowing system




Conclusions

® Novel approach that supports debugging
field failures

® Prototype implementation for x86 binaries
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