














Bottleneck Chapter Cause  Sample Solution

Protocol code

CRCs
Checksums/

Timers

Demuxing 7

8

9

System calls

Switching
Context

6

Copying 5

Timing wheels

BPF and PathFinder

to Drivers (e.g., VIA)
Direct channels from applications

Event driven web servers
User-level protocol implementations

6

OS Intervention (e.g., RDMA)

Copying many data blocks without

Header Prediction

Protection, structure

9

Scaling with # of endpoints

Multibit computation

Protection, structure

Complex Scheduling 

Scaling with # of timers

Generality
Scaling with link speeds

Generality







Bottleneck Chapter Cause  Sample Solution

Service differentiation  Fair Weighted fair queuing

Queueing Link speed scaling

Memory scaling

Deficit Round Robin
14

Service differentiation

Crossbar switchesSwitching Optical-electronic speed gap13

Prefix 
Lookups

11

Link speed and size scaling
Packet

Hardware parallelism (CAMs)Classification

Lookups
Exact 

10

12

Link speed scaling

link speed scaling

Prefix database size scaling

16Measurement

intensity of attacks
Scaling in number and

Internal 15 Scaling of internal  Reliable striping
Bandwidth bus speeds

Link speed scaling

Virtual Output Queues

Juniper’s DCU

 DiffServ, Core Stateless

Decision tree algorithms

Compressed multibit tries

parallel hashing

Head of line blocking

17Security Traceback with Bloom Filters
Extracting worm signatures 





GET  AIM://OVERFLOW  # * # ! * #  .    .     .   .   * 

Evil Code

Intrusion Detection

System 



GET  AIM://OVERFLOW  # * # ! * #  .    .     #   .   * 

Evil Code

31%

2% 5

Array
Threshold

Array
Count

#

255

0

Increment



GET  AIM://OVERFLOW  # * # ! * #  .    .     #   .   * 

Evil Code

31%

2% 5

Array
Threshold

Array
Count

#

255

0

1) Increment2) Compare

3) Flag if    count [#]     >  threshold [ #]
Max(10,currLength)
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Evil Code

3

5

1) Read wide word

0

#

255

Count Array
Threshold plus

1%

2%

2) Compare and flag if needed

3) Write incremented value
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Evil Code

3

5

1) Read wide word

0

#

255

Count Array

2%

4 bits
2) If C[i] shifted right by T[i] > Max, replace Max

Shift plus

3) Write incremented value
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Evil Code

1) Read wide word
3

0

#

255

Shift Count Gen

4 bits 101

1 bit 5 100

CurrentGen = 101

At the end, flag packet if Max > URL  Length

2) If Gen match, Write count + 1 else Write 1

3) If C[i] shifted by T[i] > Max, replace Max






